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CVE CVE-2020-16251
State PUBLIC
Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2020-08-26 15:15:00 UTC
Updated 2023-08-29 17:55:00 UTC
Description HashiCorp Vault and Vault Enterprise versions 0.8.3 and newer, when configured with the GCP GCE auth method, may be

/ |
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Risk And Classification

Problem Types: CWE-287

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Application Hashicorp Vault All All All All
Application Hashicorp Vault All All All All
Application Hashicorp Vault All All All All
Application Hashicorp Vault All All All All
References
Reference Source Link Tags
HashiCorp Blog: Vault MISC www.hashicorp.com Product, Vendor Advi
vault/CHANGELOG.md at master - hashicorp/vault - GitHub MISC github.com Release Notes, Vend
Hashicorp Vault GCP IAM Integration Authentication Bypass ~ Packet Storm  MISC packetstormsecurity.com
CVE Program record CVE.ORG www.cve.org canonical
NVD vulnerability detail NVD nvd.nist.gov canonical, analysis
4

No vendor comments have been submitted for this CVE.

Legacy QID Mappings

501264 Alpine Linux Security Update for vault


https://cve.report/
https://cve.report/CVE-2020-16251/mitre
https://cve.report/CVE-2020-16251/nist
https://cve.report/CVE-2020-16251/cve_org
https://cve.report/CVE-2020-16251.pdf
http://cve.report/vendor/hashicorp
http://cve.report/software/hashicorp/vault
http://cve.report/vendor/hashicorp
http://cve.report/software/hashicorp/vault
http://cve.report/vendor/hashicorp
http://cve.report/software/hashicorp/vault
http://cve.report/vendor/hashicorp
http://cve.report/software/hashicorp/vault
https://www.hashicorp.com/blog/category/vault/
https://github.com/hashicorp/vault/blob/master/CHANGELOG.md#151
http://packetstormsecurity.com/files/159479/Hashicorp-Vault-GCP-IAM-Integration-Authentication-Bypass.html
https://www.cve.org/CVERecord?id=CVE-2020-16251
https://nvd.nist.gov/vuln/detail/CVE-2020-16251
http://cve.report/qid/501264

501702 Alpine Linux Security Update for vault

997034 GO (Go) Security Update for github.com/hashicorp/vault/vault (GHSA-4mp7-2m29-gqxf)
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