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CVE-2020-1637 - advisory for JSA11018

Source: Mitre Source: NIST CVE.ORG Print: PDF %)

eussauvacLpanunsceiuan  Gertain versions of Junos from Juniper contain the foIIowing
' vulnerability:

A vulnerability in Juniper Networks SRX Series device configured as a
Junos OS Enforcer device may allow a user to access network
resources that are not permitted by a UAC policy. This issue might
occur when the IP address range configured in the Infranet Controller
(IC) is configured as an IP address range instead of an IP
address/netmask. See the Workaround section for more detail. The Junos OS Enforcer CLI
settings are disabled by default. This issue affects Juniper Networks Junos OS on SRX
Series: 12.3X48 versions prior to 12.3X48-D100; 15.1X49 versions prior to 15.1X49-D210;
17.3 versions prior to 17.3R2-S5, 17.3R3-S8; 17.4 versions prior to 17.4R2-S9, 17.4R3-S1;
18.1 versions prior to 18.1R3-S10; 18.2 versions prior to 18.2R2-S7, 18.2R3-S3; 18.3
versions prior to 18.3R1-S7, 18.3R3-S2; 18.4 versions prior to 18.4R1-S6, 18.4R2-54,
18.4R3-S1; 19.1 versions prior to 19.1R1-S4, 19.1R2-S1, 19.1R3; 19.2 versions prior to
19.2R1-S3, 19.2R2; 19.3 versions prior to 19.3R2-S1, 19.3R3; 19.4 versions prior to 19.4R1-
S1, 19.4R2.

CVE-2020-1637 has been assigned by J sirt@juniper.net to track the vulnerability - currently rated as severity.

Juniper SIRT is not aware of any malicious exploitation of this vulnerability.

Vulnerability Patch/Work Around

To avoid this issue, the IP address configuration in the IC Server should be configured as IP address/netmask, rather than an IP address
range. For example: configure 10.0.0.0/25 instead of 10.0.0.1-127.

CVSS3 Score: 6.5-MEDIUM

Attack Attack Privileges User
Vector Complexity Required Interaction
[NETWORK | Low [[NONE | [INOKE |
Scope Confidentiality Integrity Availability

Impact Impact Impact


https://cve.report/
https://cve.report/CVE-2020-1637/mitre
https://cve.report/CVE-2020-1637/nist
https://cve.report/CVE-2020-1637/cve_org
https://cve.report/CVE-2020-1637.pdf
http://cve.report/software/juniper/junos
http://cve.report/vendor/juniper
http://cve.report/cvsscalc.php

CVSS2 Score: 5.8-MEDIUM

Access Access Authentication
Vector Complexity

[NONE
Confidentiality Integrity Availability
Impact Impact Impact

CVE References

Description Tags Link

2020-04 Security Bulletin: Junos OS: SRX Series: Unified Access Control (UAC) bypass CONFIRM
vulnerability (CVE-2020-1637) - Juniper Networks kb.juniper.net/JSA11018

By selecting these links, you may be leaving CVEreport webspace. We have provided these links to other websites because they may have information that
would be of interest to you. No inferences should be drawn on account of other sites being referenced, or not, from this page. There may be other websites that
are more appropriate for your purpose. CVEreport does not necessarily endorse the views expressed, or concur with the facts presented on these sites. Further,
CVEreport does not endorse any commercial products that may be mentioned on these sites. Please address comments about any linked pages to
comment@cve.report.

There are currently no QIDs associated with this CVE

Known Affected Configurations (CPE V2.3)

Type Vendor Product Version Update Edition Language
Operating Juniper Junos 12.3x48 - All All
System

Operating Juniper Junos 12.3x48 d10 All All
System

Operating Juniper Junos 12.3x48 di5 All All
System

Operating Juniper Junos 12.3x48 d20 All All
System

Operating Juniper Junos 12.3x48 d25 All All
System

Operating Juniper Junos 12.3x48 d30 All All
System

Operating Juniper Junos 12.3x48 d35 All All
System

Operating Juniper Junos 12.3x48 d40 All All
System

Operating Juniper Junos 12.3x48 d45 All All
System

Operating Juniper Junos 12.3x48 d50 All All
System



http://cve.report/glossary/cvss-2-score-details/
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cpe:2.3:0:juniper:junos:12.3x48

Juniper

Juniper

Juniper

Juniper

Juniper

Juniper

Juniper

Juniper

Juniper

Juniper

Juniper

Juniper

Juniper

Juniper

Juniper

Juniper

Juniper

Juniper

Juniper

Juniper

Juniper

Junos

Junos

Junos

Junos

Junos

Junos

Junos

Junos

Junos

Junos

Junos

Junos
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e_akakukokukok.

dkakkkkak.

cpe:2.3:0:juniper:junos:12.3x48:d10:*:*:*:*:*::

18.4

18.4

18.4

18.4

18.4

18.4

18.4

18.4

18.4
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dkakkakkak.

cpe:2.3:0:juniper:junos:12.3x48:d15:*:****::

dk Rk Lk akuk.

cpe:2.3:0:juniper:junos:12.3x48:d20:*:***:*:*:

dkakuk Lk kak.

cpe:2.3:0:juniper:junos:12.3x48:d25:*:*:***:*:

dkakkakakak.

cpe:2.3:0:juniper:junos:12.3x48:d30:*:*:*:*:*:*:

dkak Lk akakak.

cpe:2.3:0:juniper:junos:12.3x48:d40:*:****:*:

dkak kR akak.

cpe:2.3:0:juniper:junos:12.3x48:d45: " *:*:

dk Rk ok akak.

cpe:2.3:0:juniper:junos:12.3x48:d50:*:*:*:*:*:*:

dkak kR ok ak.

cpe:2.3:0:juniper:junos:12.3x48:d51 :***:**:*:

dkakakkakak.

cpe:2.3:0:juniper:junos:15.1x49:d15:*: "

kKK kKK,

cpe:2.3:0:juniper:junos:15.1x49:d150:*:*:*:*:*:*:

kKKK Lkk.

cpe:2.3:0:juniper:junos:15.1x49:d160:*:*:*:*:*:*:

Kk kKK k.

cpe:2.3:0:juniper:junos:15.1x49:d170:*:*:**:*:*:

kKK akuk k.

cpe:2.3:0:juniper:junos:15.1x49:d190:*:*:*:*:*:*:



KKk KLk k.

cpe:2.3:0:juniper:junos:15.1x49:d200:*:*:*:*:*:*:

dkak kR kak.

cpe:2.3:0:juniper:junos:15.1x49:d25:*:*:**:*:*:

dkakk Lk akak.

cpe:2.3:0:juniper:junos:15.1x49:d30:*:*:*:*:*:*:

dkak kR akak.

cpe:2.3:0:juniper:junos:15.1x49:d35:*****:*:

dkakak ok akak.

cpe:2.3:0:juniper:junos:15.1x49:d45:*****:*:

dkak kR akak.

cpe:2.3:0:juniper:junos:15.1x49:d50:*:*:*:*:*:*:

dk Rk ok akak,

cpe:2.3:0:juniper:junos:15.1x49:d55:**:*:**:*:

dkak kR ok ak.

cpe:2.3:0:juniper:junos:15.1x49:d60:*:*:*:**:*:

dkkakkakak.

cpe:2.3:0:juniper:junos:17.3:r3-s1: "™

dkkakkakak.

cpe:2.3:0:juniper:junos:17.3:r3-s2::*:* 7 " *:

dkk Lk kkuk.

coe:2.3:0:iunioer:iunos:17.3:r3-s6:*:*:* **:*:



e il Bt ey B i

ek kKoK kLK,

cpe:2.3:0:juniperjunos:17.4:- ™

Kk uk kLR k.

cpe:2.3:0:juniper:;junos:17.4:r1

LRk kR kuk.

cpe:2.3:0:juniper:junos:17.4:r1-s1:

LRk kR akak,

cpe:2.3:0:juniper:junos:17.4:r1-s2:*****:*:

LRk kR kak,

cpe:2.3:0:juniper:junos:17.4:r1-s5:*****:*:

kK ok Lk akak,

cpe:2.3:0:juniper:junos:17.4:r1-s6:**:*:**:*:

LRk kR Lk ak,

cpe:2.3:0:juniper:junos:17.4:r1-s7:****

Kk kKR k.

cpe:2.3:0:juniper;junos:17.4:r2:*:*:**:**:

cpe:2.3:0:juniper:junos:18.1:-* " ™

cpe:2.3:0:juniper:junos:18.1:r2: "

cpe:2.3:0:juniper:junos:18.1:r2-s1:*:*:*:*:*:*:

cpe:2.3:0:juniper:junos:18.1:r2-s2::*:*:*:*:*:

cpe:2.3:0:juniper:junos:18.1:r2-s4:*:*:*:*:*:*:

cpe:2.3:0:juniper:junos:18.1:r3: " *:*:

cpe:2.3:0:juniper:junos:18.1:r3-s1: "™

cpe:2.3:0:juniper:junos:18.1:r3-s2::*: ™ *:*:

cpe:2.3:0:juniper:junos:18.1:r3-s3:*:*:**:*:*:



cpe:2.3:0:juniper:junos:18.1:r3-s4 . *:*:

cpe:2.3:0:juniper:junos:18.1:r3-s6:*:*:*:**:*:

cpe:2.3:0:juniper:;junos:18.1:r3-s7:*:**:**:*:

cpe:2.3:0:juniper:;junos:18.1:r3-s8:*:*:*:**:*:

LRk kR kak,

cpe:2.3:0:juniper:junos:18.1:r3-s9:***:**:*:

e ek kKoK koK,

cpe:2.3:0:juniper:;junos:18.2:-* "

ek kKK ok,

cpe:2.3:0:juniper:;junos:18.2:r1 - "%

Lk Lk ak kR k.

cpe:2.3:0:juniper:junos:18.2:r1-s3:*:*:*:**:*:

kR kR ok ak,

cpe:2.3:0:juniper:junos:18.2:r1-s5:***:**:*:

Lk Kk kR k.

cpe:2.3:0:juniper:;junos:18.2:r2-s1 :*:**:**:*:

Lkakakakakak,

cpe:2.3:0:juniper:junos:18.2:r2-s2:**:* " *:*:

dkkakk k.

cpe:2.3:0:juniper:junos:18.3:r1-s3:*:* ™ *:*:

dkkakk k.

cpe:2.3:0:juniper:junos:18.3:r1-s4:*:*:**:*:*:

dkkakkukuk.

cpe:2.3:0:juniper:junos:18.3:r1-s5:*:***:*:*:

dkk Lk kkuk.

cpe:2.3:0:juniper:junos:18.3:r1-s6:*:*:*:*:*:*:

dkkakkakuk.

cpe:2.3:0:juniper:junos:18.3:r2-s1:*:*:**:*:*:

POV, N2 YR S SR N £ s TPTe W o



CpE.£.0.0.JUNIperJurios. 10.0.1£-8£. . . . . ..

KRk akakuk.

cpe:2.3:0:juniper:junos:18.3:r3:*:* " *:

ek kKoK ok Lk,

cpe:2.3:0:juniper:;junos:18.4:- "

KKk akakuk.

cpe:2.3:0:juniper:junos:18.4:r1

Lk Lk ak kR k.

cpe:2.3:0:juniper:junos:18.4:r1-s4:***:* *:*:

Lk Kk Lk akak,

cpe:2.3:0:juniper:junos:18.4:r1-s5:***:**:*:

Kk kKR k.

cpe:2.3:0:juniper:;junos:18.4:r2:*:*:**:*:*:

dkakakakakak,

cpe:2.3:0:juniper:junos:18.4:r2-s1: "%

cpe:2.3:0:juniperjunos:19.1:-* "

cpe:2.3:0:juniper:junos:19.1:r1 =

cpe:2.3:0:juniper:junos:19.1:r1-s1: " "

cpe:2.3:0:juniper:junos:19.1:r1-s2:*:*: "

cpe:2.3:0:juniper:junos:19.1:r1-s3:* "

cpe:2.3:0:juniper:junos:19.1:r2: ="

a_eRuk kLK LK LK,

cpe:2.3:0:juniper:junos:19.2:-* "

dkkakkukak.

cpe:2.3:0:juniper:junos:19.2:r1-s1 7 *:*:

dkkakukakak.

cpe:2.3:0:juniper:junos:19.2:r1-s2::*:**:*:*:

akakkakukuk.

cpe:2.3:0:juniper:junos:19.3:r2: %

kKK akLkuk.

cpe:2.3:0:juniper:junos:19.4:r1:**xx *:

dkk Lk kkak.

cpe:2.3:0:juniper:junos:12.3x48:d10: " ::



dkakk Lk kuk.

cpe:2.3:0:juniper:junos:12.3x48:d20:*:*:**:*:*:

dkak ok akkak.

cpe:2.3:0:juniper:junos:12.3x48:d25: " *:*:

dkakk ok akak.

cpe:2.3:0:juniper:junos:12.3x48:d30:*:*:*:*:*:*:

dk Kk ok akak.

cpe:2.3:0:juniper:junos:12.3x48:d35:*:****:*:

dkak kR ok ak.

cpe:2.3:0:juniper:junos:12.3x48:d51 :*****:*:

dkak ok akakak.

cpe:2.3:0:juniper:junos:12.3x48:d55:**:*:**:*:

akLk kKKK,

cpe:2.3:0:juniper:junos:15.1x49:d150:*:*:*:*:*:*:

KKKk LKk,

cpe:2.3:0:juniper:junos:15.1x49:d160:*:*:*:*:*:*:

kKKK Lkk.

cpe:2.3:0:juniper:junos:15.1x49:d170: 7 *:*:*:

KKk kLK k.

cpe:2.3:0:juniper:junos:15.1x49:d180:*:*:*:*:*:*:



dk Lk uk Lk kuk.

cpe:2.3:0:juniper:junos:15.1x49:d20:*:*:**:*::

dkak kR kak.

cpe:2.3:0:juniper:junos:15.1x49:d25:*:****:*:

dkakk ok akak.

cpe:2.3:0:juniper:junos:15.1x49:d30:*:*:*:*:*:*:

dkakk Lk kak.

cpe:2.3:0:juniper:junos:15.1x49:d35:*:****:*:

dkak kR akak.

cpe:2.3:0:juniper:junos:15.1x49:d40:*:*:***:*:

dkakk ok akak.

cpe:2.3:0:juniper:junos:15.1x49:d50:*:*:*:*:*:*:

ek Rk ok akak,

cpe:2.3:0:juniper:junos:15.1x49:d55:***:**:*:

Wk Rk Lk ak k.

cpe:2.3:0:juniper:junos:15.1x49:d60:*:*:*:*:*:*:

dkakakakakak.

cpe:2.3:0:juniper:junos:15.1x49:d65:*:*:*:**:*:

dkkakukakak.

cpe:2.3:0:juniper:junos:17.3:r3-s2::*: " *:

dkk Lk kukuk.

cpe:2.3:0:juniper:junos:17.3:r3-s3:*:* "

dkkakkukak.

cpe:2.3:0:juniper:junos:17.3:r3-s4:*:** ">

dkk Lk kukuk.

cpe:2.3:0:juniper:junos:17.3:r3-s5::** " *:



dkk Lk kkak.

cpe:2.3:0:juniper:junos:17.3:r3-s7:*:*:***:*:

ek kKoK kLK,

cpe:2.3:0:juniperjunos:17.4:- ™

KKk kLR k.

cpe:2.3:0:juniper:;junos:17.4:r1

LRk kR Lk uk,

cpe:2.3:0:juniper:junos:17.4:r1-s1

LRk kR Lk ak,

cpe:2.3:0:juniper:junos:17.4:r1-s2:****

LRk kR Lk ak,

cpe:2.3:0:juniper:junos:17.4:r1-s4: "

Lkak kR Lk ak,

cpe:2.3:0:juniper:junos:17.4:r1-s6:**:*:**:*:

dkakakkakak,

cpe:2.3:0:juniper:junos:17.4:r1-s7:* %"

Kk kKR k.

cpe:2.3:0:juniperjunos:17.4:r2:**:**:*:*:

dkakakakakak,

cpe:2.3:0:juniper:junos:17.4:r2-s1: " "

cpe:2.3:0:juniper:junos:18.1:-* " ™

cpe:2.3:0:juniper:junos:18.1:r2: :** "

cpe:2.3:0:juniper:junos:18.1:r2-s1:*:*:*:*:*:*:

cpe:2.3:0:juniper:junos:18.1:r2-s2::*:*:*:*:*:

cpe:2.3:0:juniper:junos:18.1:r2-s4:*:*:**:*:*:

cpe:2.3:0:juniper:junos:18.1:r3:*:**:*:*:*:

cpe:2.3:0:juniper:junos:18.1:r3-s1: 7 :*:*:

cpe:2.3:0:juniper:junos:18.1:r3-s2::*: ™ *:*:

cpe:2.3:0:juniper:junos:18.1:r3-s3:*:*:**:*:*:



dkkkak.

cpe:2.3:0:juniper:junos:18.1:r3-s4:*:*:*:*:

cpe:2.3:0:juniper:junos:18.1:r3-s6:*:*:*:*:

cpe:2.3:0:juniper:junos:18.1:r3-s7:*:*:*:*:

cpe:2.3:0:juniper:junos:18.1:r3-s8:*:*:*:*:

cpe:2.3:0:juniper:junos:18.1:r3-s9:*:*:*:*:

ek kKoK ok Lk,

cpe:2.3:0:juniper:;junos:18.2:-* " "

ek kKK ok,

cpe:2.3:0:juniper:;junos:18.2:r1 - "%

Lk akakak.

cpe:2.3:0:juniper:junos:18.2:r1-s5:*:*:*:*:

Lk akakak.

cpe:2.3:0:juniper:junos:18.2:r2-s1:*:*:*:*:

LKk akak.

cpe:2.3:0:juniper:junos:18.2:r2-s2:*:*:*:*:

Sk akakak.

cpe:2.3:0:juniper:junos:18.2:r2-s3:*:*:*:*:

Skkakuk.

cpe:2.3:0:juniper:junos:18.3:r1-s6:*:*:*:*:

KRk akLkuk.

cpe:2.3:0:juniper:junos:18.3:r2:*:**:*:*:*:

dkkakuk.

cpe:2.3:0:juniper:junos:18.3:r2-s2:*:*:*:*:

* k.

ko

k.

k.

k.

*ak

* k.



Lkak Lk kkuk.

cpe:2.3:0:juniper:junos:18.3:r3-s1:*:*:*:*:*:*:

ek kKoK kK,

cpe:2.3:0:juniper:;junos:18.4:- "

Kk kKR k.

cpe:2.3:0:juniper:;junos:18.4:r1:*:*

LRk kR kuk,

cpe:2.3:0:juniper:junos:18.4:r1-s1:***:

LRk kR Lk ak,

cpe:2.3:0:juniper:junos:18.4:r1-s2:**:*:**:*:

LRk kR Lk ak,

cpe:2.3:0:juniper:junos:18.4:r1-s3:**:*:**:*:

dkak kR Rk,

cpe:2.3:0:juniper:junos:18.4:r1-s5:***:**:*:

KKk akak k.

cpe:2.3:0:juniper:;junos:18.4:r2:*:*:**:*:*:

dkak kR ok ak,

cpe:2.3:0:juniper:junos:18.4:r2-s1: " "%

dkakakakakak,

cpe:2.3:0:juniper:junos:18.4:r2-s2::*:*:*:*:*:

cpe:2.3:0:juniperjunos:19.1:-* "
cpe:2.3:0:juniper:junos:19.1:r1: =" "
cpe:2.3:0:juniper:junos:19.1:r1-s1: "%
cpe:2.3:0:juniper:junos:19.1:r1-s2:* """
cpe:2.3:0:juniper:junos:19.1:r1-s3: """
cpe:2.3:0:juniper:junos:19.1:r2:: " "
cpe:2.3:0:juniper:junos:19.2:-* " ™

akak kK ukk.

cpe:2.3:0:juniper:junos:19.2:r1 "

dkkakkkak.

cpe:2.3:0:juniper:junos:19.2:r1-s2::*:**:*:*:

kKK okakuk.

cpe:2.3:0:juniper:junos:19.3:r2:*:* " *:

akakkakukuk.

cpe:2.3:0:juniper:junos:19.4:r1:**x %

No vendor comments have been submitted for this CVE
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