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CVE-2020-1649 - advisory for JSA11036

Source: Mitre Source: NIST CVE.ORG Print: PDF %)

cssanmvancLranunsueninas  Gertain versions of Junos from Juniper contain the foIIowing
vulnerability:

When a device running Juniper Networks Junos OS with MPC?7,

MPCS8, or MPC9 line cards installed and the system is configured for
inline IP reassembly, used by L2TP, MAP-E, GRE, and IPIP, the

packet forwarding engine (PFE) will become disabled upon receipt of
small fragments requiring reassembly, generating the following error
messages: [LOG: Err] MQSS(2): WO: Packet Error - Error Packets 1, Connection 29 [LOG:
Err] eachip_hmcif_rx_intr_handler(7259): EA[2:0]: HMCIF Rx: Injected checksum error
detected on WO response - Chunk Address 0x0 [LOG: Err] MQSS(2): DRD: RORD1: CMD
reorder ID error - Command 11, Reorder ID 1960, QID 0 [LOG: Err] MQSS(2): DRD:
UNROLLO: HMC chunk address error in stage 5 - Chunk Address: 0xc38fb1 [LOG: Notice]
Error:

/fpc/0/pfe/0/cm/0/MQSS(2)/2/MQSS_CMERROR_DRD _RORD_ENG _INT_REG_CMD_FSM ¢
(0x2203cc), scope: pfe, category: functional, severity: major, module: MQSS(2), type:
DRD_RORD_ENG_INT: CMD FSM State Error [LOG: Notice] Performing action cmalarm for
error

/fpc/0/pfe/0/cm/0/MQSS(2)/2/MQSS_CMERROR_DRD RORD_ENG _INT_REG_CMD_FSM ¢
(0x2203cc) in module: MQSS(2) with scope: pfe category: functional level: major [LOG:

Notice] Performing action get-state for error
/fpc/0/pfe/0/cm/0/MQSS(2)/2/MQSS_CMERROR_DRD_RORD_ENG_INT_REG_CMD _FSM ¢
(0x2203cc) in module: MQSS(2) with scope: pfe category: functional level: major [LOG:

Notice] Performing action disable-pfe for error
/fpc/0/pfe/0/cm/0/MQSS(2)/2/MQSS_CMERROR_DRD RORD_ENG _INT_REG_CMD _FSM ¢
(0x2203cc) in module: MQSS(2) with scope: pfe category: functional level: major By
continuously sending fragmented packets that cannot be reassembled, an attacker can
repeatedly disable the PFE causing a sustained Denial of Service (DoS). This issue affects
Juniper Networks Junos OS: 17.2 versions prior to 17.2R3-S4 on MX Series; 17.3 versions
prior to 17.3R3-S8 on MX Series; 17.4 versions prior to 17.4R2-S9, 17.4R3-S1 on MX Series;
18.1 versions prior to 18.1R3-S10 on MX Series; 18.2 versions prior to 18.2R2-S6, 18.2R3-S3
on MX Series; 18.2X75 versions prior to 18.2X75-D34, 18.2X75-D41, 18.2X75-D53, 18.2X75-
D65. 18.2X75-D430 on MX Series: 18.3 versions prior to 18.3R1-S7. 18.3R2-S4. 18.3R3-S2
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on MX Series; 18.4 versions prior to 18.4R1-S6, 18.4R2-S4, 18.4R3 on MX Series; 19.1
versions prior to 19.1R1-S4, 19.1R2-S1, 19.1R3 on MX Series; 19.2 versions prior to 19.2R1-
S3, 19.2R2 on MX Series; 19.3 versions prior to 19.3R2-S2, 19.3R3 on MX Series. This issue
is specific to inline IP reassembly, introduced in Junos OS 17.2. Versions of Junos OS prior to
17.2 are unaffected by this vulnerability.

CVE-2020-1649 has been assigned by J sirt@juniper.net to track the vulnerability - currently rated as [[FIIE) severity.

Juniper SIRT is not aware of any malicious exploitation of this vulnerability.

Vulnerability Patch/Work Around

There are no available workarounds for this issue.

CVSS3 Score: 7.5-HIGH

Attack Attack Privileges User
Vector Complexity Required Interaction
Low [ NONE | [ NONE |
Scope Confidentiality Integrity Availability
Impact Impact Impact

CVSS2 Score: - 5-MEDIUM

Access Access Authentication
Vector Complexity

Low [NONE
Confidentiality Integrity Availability
Impact Impact Impact

CVE References

Description Tags Link

2020-07 Security Bulletin:Junos OS: MX Series: PFE crash CONFIRM kb.juniper.net/JSA11036
on MPC7/8/9 upon receipt of small fragments requiring
reassembly (CVE-2020-1649) - Juniper Networks

L2TP LNS Inline Service Interfaces - TechLibrary - Juniper J MISC
Networks www.juniper.net/documentation/en_US/junos/topics/topic-
map/I2tp-Ins-inline-service-interfaces.html

By selecting these links, you may be leaving CVEreport webspace. We have provided these links to other websites because they may have information that
would be of interest to you. No inferences should be drawn on account of other sites being referenced, or not, from this page. There may be other websites that
are more appropriate for your purpose. CVEreport does not necessarily endorse the views expressed, or concur with the facts presented on these sites. Further,
CVEreport does not endorse any commercial products that may be mentioned on these sites. Please address comments about any linked pages to
comment@cve.report.
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There are currently no QIDs associated with this CVE
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Mx104

Mx104

Mx150

Mx150

Mx2008

Mx2008

Mx2010

Mx2010

Mx2020

Mx2020

Mx204

Mx204

Mx240

19.2

19.2

19.2

19.2

19.3

19.3

19.3

19.3

19.3

r1

r1-s1

r1-s2

r1

r1-si

r2

r2-si

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All
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All
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All
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2 :
Hardware 1 Juniper

Hardware &= [ Juniper
Hardware &= >4 Juniper
Hardware &= >4 Juniper
Hardware &= >4 Juniper
Hardware = >4 Juniper
Hardware = >4 Juniper
Hardware = 4 Juniper
Hardware &= 4 Juniper
Hardware &= 4 Juniper
Hardware &= 4 Juniper

e ek kKKK Lk,

cpe:2.3:0:juniper:junos:17.2:-*

akakkakukuk.

cpe:2.3:0:juniper:junos:17.2:r1

dkkakkakak.

cpe:2.3:0:juniper:junos:17.2:r1-s1: "

dkak Lk kkuk.

cpe:2.3:0:juniper:junos:17.2:r1-s3: "

dkk Lk kkuk.

cpe:2.3:0:juniper:junos:17.2:r1-s4: "

dkk Lk kkak.

cpe:2.3:0:juniper:junos:17.2:r1-s5:

dkak kR kuk.

cpe:2.3:0:juniper:junos:17.2:r1-s7:

Kk kKRR,

cpe:2.3:0:juniper:;junos:17.2:r2:*:*:*

KKk kR k.

cpe:2.3:0:juniper:;junos:17.2:r2-s11:*

LRk kR kuk,

cpe:2.3:0:juniper:;junos:17.2:r2-s6:*:**:**:*:

LRk kR Lk ak,

cpe:2.3:0:juniper:;junos:17.2:r2-s7:*:**:**:*:

~rna? B Atinininartininnae 17 QD kekekkokk

Mx240

Mx40

Mx40

Mx480

Mx480

Mx5

Mx5

Mx80

Mx80

Mx960

Mx960

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All
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dkkakkkak.

cpe:2.3:0:juniper:junos:17.3:r3-s1: 7 ":*:

dkkakakakak.

cpe:2.3:0:juniper:junos:17.3:r3-s2::*:* " *:*:

dkkakkkak.

cpe:2.3:0:juniper:junos:17.3:r3-s3:* "

dkk Lk kkuk.

cpe:2.3:0:juniper:junos:17.3:r3-s7:*:* 7 :*:*:

e ek kKK kLK,

cpe:2.3:0:juniper:junos:17.4:-*

kKK akukk.

cpe:2.3:0:juniper:junos:17.4:r1

dkk Lk kkuk.

cpe:2.3:0:juniper:junos:17.4:r1-s1 ">

dkk kR kuk.

cpe:2.3:0:juniper:junos:17.4:r1-s4:*:***:*:*:

dkakakkukak.

cpe:2.3:0:juniper:junos:17.4:r1-s5:****:*:*:

dkak kR kuk.

cpe:2.3:0:juniper:junos:17.4:r1-s6:*:*:**:*:*:

dkak kR ukuk.

cpe:2.3:0:juniper:junos:17.4:r1-s7:****

LRk kR ok ak,

cpe:2.3:0:juniper:junos:17.4:r2-s1 ™

Kk kKRR,

cpe:2.3:0:juniper:junos:17.4:r2-s10: " :*:

Lkak kR akak,

cpe:2.3:0:juniper:;junos:17.4:r2-s2:*:**:**:*:

LRk kR akuk,

cpe:2.3:0:juniper:junos:17.4:r2-s3:***:* *:*:

dkakakakakak,

cpe:2.3:0:juniper:junos:17.4:r2-s5:* *** *:*:

dkakakakakak,

cpe:2.3:0:juniper:junos:17.4:r2-s6::*: """

dkakakakakak,

cpe:2.3:0:juniper:junos:17.4:r2-s7:**:* " *:*:



cpe:2.3:0:juniper:junos:18.1:-* " ™

cpe:2.3:0:juniper:junos:18.1:r1: "

cpe:2.3:0:juniper:junos:18.1:r2: "

cpe:2.3:0:juniper:junos:18.1:r2-s1:* """

cpe:2.3:0:juniper:junos:18.1:r2-s2:*:*: " *:*:

cpe:2.3:0:juniper:junos:18.1:r2-s4:*:*:*:*:*:*:

cpe:2.3:0:juniper:junos:18.1:r3: " *:*:

cpe:2.3:0:juniper:junos:18.1:r3-s1: 7 :*:*:

cpe:2.3:0:juniper:junos:18.1:r3-s2::*:**:*:*:

cpe:2.3:0:juniper:junos:18.1:r3-s3:*:*:*:*:*:*:

cpe:2.3:0:juniper:junos:18.1:r3-s4:*:*:**:*:*:

cpe:2.3:0:juniper:junos:18.1:r3-s6:*:*: " *::

cpe:2.3:0:juniper:junos:18.1:r3-s7:*:*:**:*:*:

cpe:2.3:0:juniper:junos:18.1:r3-s8:*:*:*:**:*:

dkk Lk kkuk.

cpe:2.3:0:juniper:junos:18.1:r3-s9:*:*:*:*:*:*:

e ek koK ok oKLk,

cpe:2.3:0:juniper:junos:18.2:-* " ™

KRk kKRR,

cpe:2.3:0:juniper:junos:18.2:r1 "

ek kKKK,

cpe:2.3:0:juniper:;junos:18.2:r1 " "

LRk kR kuk,

cpe:2.3:0:juniper:junos:18.2:r1-s4:**:*:* *:*:

LRk kR akuk,

cpe:2.3:0:juniper:junos:18.2:r1-s5:***:**:*:

KKk oKk k.

cpe:2.3:0:juniper:;junos:18.2:r2:*:*:**:*:*:

LRk ak ok akak,

cpe:2.3:0:juniper:junos:18.2:r2-s1 *:*:*:**:*:

sk ok akakakak,

cpe:2.3:0:juniper:junos:18.2:r2-s3:**:*:* *:*:

dkakakakakak,

cpe:2.3:0:juniper:junos:18.2:r2-s4:*:*:**:*:*:

dkakakakakak,

cpe:2.3:0:juniper:junos:18.2:r2-s5::*:* " *:



a_eRuk kLK LK Lk,

cpe:2.3:0:juniper:junos:18.3:-:*

akLk kK ukuk.

cpe:2.3:0:juniper:junos:18.3:r1 "

dkkakkkak.

cpe:2.3:0:juniper:junos:18.3:r1-s5::*:**:*:*:

dkkakkkuk.

cpe:2.3:0:juniper:junos:18.3:r1-s6:*:*:*:*:*:*:

dkk Lk kkuk.

cpe:2.3:0:juniper:junos:18.3:r2-s3:*:***:*:*:

KRk akukuk.

cpe:2.3:0:juniper:junos:18.3:r3: "

LRk kR kuk.

cpe:2.3:0:juniper:junos:18.3:r3-s1:***:**:*:

ek kKoK kLK,

cpe:2.3:0:juniper:;junos:18.4:-

LRk kR akuk,

cpe:2.3:0:juniper:junos:18.4:r1-s1:***:**:*:

LRk ok akkak,

cpe:2.3:0:juniper:junos:18.4:r1-s2:**:*:**:*:

LRk kR akuk,

cpe:2.3:0:juniper:junos:18.4:r1-s5:*****:*:

Kk koK kR,

cpe:2.3:0:juniper:;junos:18.4:r2:*:*:**:*:*:

dkak kR ok ak,

cpe:2.3:0:juniper:junos:18.4:r2-s2:**:*:* *:*:

cpe:2.3:0:juniper:junos:18.4:r2-s3:*:*:* "%

cpe:2.3:0:juniperjunos:19.1:-* " ™



cpe:2.3:0:juniper:junos:19.1:r1 =
cpe:2.3:0:juniper:junos:19.1:r1-s1: %"
cpe:2.3:0:juniper:junos:19.1:r1-s2:*:*:*:*:*:*:
cpe:2.3:0:juniper:junos:19.1:r1-s3: """
cpe:2.3:0:juniper:junos:19.1:r2: "

cpe:2.3:0:juniper:junos:19.2:-* "

akak Lk akakk.

cpe:2.3:0:juniper:junos:19.2:r1 "

dkkakkkak.

cpe:2.3:0:juniper:junos:19.2:r1-s1 7 *:*:

dkkakkukuk.

cpe:2.3:0:juniper:junos:19.3:r1-s1 " *:

Kk Lk akukk.

cpe:2.3:0:juniper:junos:19.3:r2: "

Lk Lk kkkuk,

cpe:2.3:0:juniper:junos:17.2:r1-s1 %%

dkak kR akuk.

cpe:2.3:0:juniper:junos:17.2:r1-s2:***:**::

Lkuk kR akuk,

cpe:2.3:0:juniper:;junos:17.2:r1-s7: ™

LRk kR Lk uk,

cpe:2.3:0:juniper:junos:17.2:r1-s8:**:*:**:*:

KKk akakuk.

cpe:2.3:0:juniper:;junos:17.2:r2:*:*:**:*:*:

Kk kKR k.

cpe:2.3:0:juniper:;junos:17.2:r2-s11:



dkkakukukak.

cpe:2.3:0:juniper:junos:17.3:r2-s1: " "

dkkakukkak.

cpe:2.3:0:juniper:junos:17.3:r2-s2:*:*:**:*:*:

dkkakukkak.

cpe:2.3:0:juniper:junos:17.3:r2-s3:*:* "

dkkakkakak.

cpe:2.3:0:juniper:junos:17.3:r2-s4:*:*:***:*:

dkkakkukak.

cpe:2.3:0:juniper:junos:17.3:r3-s1: " *:

dkk Lk k k.

cpe:2.3:0:juniper:junos:17.3:r3-s2::* " *:

dkkakkkak.

cpe:2.3:0:juniper:junos:17.3:r3-s3::** "

dkk Lk kkuk.

cpe:2.3:0:juniper:junos:17.3:r3-s4:*:****:*:

dkak kR kuk.

cpe:2.3:0:juniper:junos:17.4:r1-s1:***x %

LRk kR Rk,

cpe:2.3:0:juniper:junos:17.4:r1-s2:** " *:*:

LRk akakakuk,

cpe:2.3:0:juniper:junos:17.4:r1-s7:****

Kk kKR k.

cpe:2.3:0:juniper:;junos:17.4:r2:**:**:*::



e ek kLK Lk Lk,

cpe:2.3:0:juniper:junos:18.1:-* " ™

ARk kK Lkk.

cpe:2.3:0:juniper:junos:18.1:r1: "

cpe:2.3:0:juniper:junos:18.1:r2:*:**:*:*:*:

cpe:2.3:0:juniper:junos:18.1:r2-s1:*:*:**:*:*:

cpe:2.3:0:juniper:junos:18.1:r2-s2::*:*:*:*:*:

cpe:2.3:0:juniper:junos:18.1:r2-s4:*:*:**:*:*:

cpe:2.3:0:juniper:junos:18.1:r3:*:**:*:*:*:

cpe:2.3:0:juniper:junos:18.1:r3-s1:* "

cpe:2.3:0:juniper:junos:18.1:r3-s2:* " *:*:

cpe:2.3:0:juniper:junos:18.1:r3-s3:*:**:**:*:

cpe:2.3:0:juniper:junos:18.1:r3-s4 ™ " *:*:

cpe:2.3:0:juniper:junos:18.1:r3-s6:*:*:*:**:*:

cpe:2.3:0:juniper:;junos:18.1:r3-s7:*:* " :*:

cpe:2.3:0:juniper:;junos:18.1:r3-s8:*:*:*:**:*:

cpe:2.3:0:juniper:junos:18.1:r3-s9:*:**:**:*:

ek kKoK ok Lk,

cpe:2.3:0:juniper:;junos:18.2:-* "

SKakuk kR k.

cpe:2.3:0:juniper:;junos:18.2:r1:

Kok kKK,

cpe:2.3:0:juniper:;junos:18.2:r1 - "

Lkak kR ok ak,

cpe:2.3:0:juniper:junos:18.2:r1-s3:**:*:**:*:



dkkakkakak.

cpe:2.3:0:juniper:junos:18.2:r3-s2:*:*: " *:*:

e_akakukokukok.

cpe:2.3:0:juniper:junos:18.2x75:- "

dkkakkukak.

cpe:2.3:0:juniper:junos:18.2x75:d20:*:":*:*:*::

dkk Lk kukak.

cpe:2.3:0:juniper:junos:18.2x75:d30: " ::

e ek kKKK Lk,

cpe:2.3:0:juniper:junos:18.3:-:* "

akakkakukuk.

cpe:2.3:0:juniper:junos:18.3:r1 %

dkakakkukuk.

cpe:2.3:0:juniper:junos:18.3:r1-s1:*:***:*:*:

dkkkkukuk.

cpe:2.3:0:juniper:junos:18.3:r1-s2:*:*:*:*:*:*:

dkk Lk kkuk.

cpe:2.3:0:juniper:junos:18.3:r1-s3:*:*:*:*:*:*:

dkakakkkak.

cpe:2.3:0:juniper:junos:18.3:r1-s6:*:*:*:*:*:*:

Kk kKRR,

cpe:2.3:0:juniper:junos:18.3:r2:*:*:*:*:**:

dkak kR kuk.

cpe:2.3:0:juniper:junos:18.3:r2-s1:***:**:*:

LRk kR akuk.

cpe:2.3:0:juniper:junos:18.3:r2-s2:**:*:**:*:

Kk koK Rk,

cpe:2.3:0:juniper:junos:18.3:r3:*:**:*:*:*:

LRk kR Lk ak,

cpe:2.3:0:juniper:junos:18.3:r3-s1:***:**:*:

ek kKoK koK,

cpe:2.3:0:juniper:;junos:18.4:-***

Kk kKR k.

cpe:2.3:0:juniper:junos:18.4:r1 "

cnea? 3:atilnineriinng 18 4D -*-x-***.x-



BT T T I T T

cpe:2.3:0:juniper:junos:19.1:-* " ™

akak Lk akakk.

cpe:2.3:0:juniper:junos:19.1:r1 =

dkkakkakak.

cpe:2.3:0:juniper:junos:19.1:r1-s2:*:*:**:*:*:

dkkakkakak.

cpe:2.3:0:juniper:junos:19.1:r1-s3:*:* "™

dkkakkakuk.

cpe:2.3:0:juniper:junos:19.2:r1-s1 " *:

dkkkkkuk.

cpe:2.3:0:juniper:junos:19.2:r1-s2::*:**:*:*:

e ek kKoK kLK,

cpe:2.3:0:juniper:junos:19.3:-* " ™

KRk akakuk.

cpe:2.3:0:juniper:junos:19.3:r1*** %

kakukakukuk.

cpe:2.3:0:juniper:junos:19.3:r2:*:**:*:**:

dkak kR akuk.

cpe:2.3:0:juniper:junos:19.3:r2-s1:*** " *:*:

ek ok ok ok ok Kk,

cpe:2.3:h:juniper:mx10:-r e

ek ko ok ok ok Lk,

cpe:2.3:h:juniper:mx10:-r e

e_akukuk oKk kK,

cpe:2.3:h:juniper:mx10000:-:*:*:***: %

e_akakuk oKk kK,

cpe:2.3:h:juniper:mx10003:-:*:*:*** "%

e_akakak oKk kK,

cpe:2.3:h:juniper:mx10003:-:*:*:** " *:

e_akak kKoK kK,

cpe:2.3:h:juniper:mx104:-* e



cpe:2.3:h:juniper:mx204:-:**:

cpe:2.3:h:juniper:mx240:-:**:

cpe:2.3:h:juniper:mx480:-*: "

cpe:2.3:h:juniper:mx480:-:*: "

cpe:2.3:h:juniper:mx80:-:*:**:***:*:

cpe:2.3:h:juniper:mx960:-:*:*:* "

cpe:2.3:h:juniper:mx960:-:*:*:* "

No vendor comments have been submitted for this CVE
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