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CVE-2020-1653 - advisory for JSA11040

Source: Mitre Source: NIST CVE.ORG Print: PDF %)

cssanmvancLranunsueninas  Gertain versions of Junos from Juniper contain the foIIowing
vulnerability:

On Juniper Networks Junos OS devices, a stream of TCP packets sent
to the Routing Engine (RE) may cause mbuf leak which can lead to
Flexible PIC Concentrator (FPC) crash or the system to crash and
restart (vmcore). This issue can be trigged by IPv4 or IPv6 and it is
caused only by TCP packets. This issue is not related to any specific
configuration and it affects Junos OS releases starting from 17.4R1. However, this issue does
not affect Junos OS releases prior to 18.2R1 when Nonstop active routing (NSR) is
configured [edit routing-options nonstop-routing]. The number of mbufs is platform dependent.
The following command provides the number of mbufs counter that are currently in use and
maximum number of mbufs that can be allocated on a platform: user@host> show system
buffers 2437/3143/5580 mbufs in use (current/cache/total) Once the device runs out of mbufs,
the FPC crashes or the vmcore occurs and the device might become inaccessible requiring a
manual restart. This issue affects Juniper Networks Junos OS 17.4 versions prior to 17.4R2-
S11, 17.4R3-S2; 18.1 versions prior to 18.1R3-S10; 18.2 versions prior to 18.2R2-S7,
18.2R3-S5; 18.2X75 versions prior to 18.2X75-D41, 18.2X75-D420.12, 18.2X75-D51,
18.2X75-D60, 18.2X75-D34; 18.3 versions prior to 18.3R2-S4, 18.3R3-S2; 18.4 versions prior
to 18.4R1-S7, 18.4R2-S4, 18.4R3-S1; 19.1 versions prior to 19.1R1-S5, 19.1R2-S1, 19.1R3;
19.2 versions prior to 19.2R1-S5, 19.2R2; 19.3 versions prior to 19.3R2-S3, 19.3R3; 19.4
versions prior to 19.4R1-S2, 19.4R2. Versions of Junos OS prior to 17.4R1 are unaffected by
this vulnerability.

CVE-2020-1653 has been assigned by J sirt@juniper.net to track the vulnerability - currently rated as m severity.

Juniper SIRT is not aware of any malicious exploitation of this vulnerability.

Vulnerability Patch/Work Around

There are no viable workarounds for this issue, however having the DDoS feature enabled and using the firewall filter to limit incoming
packet towards the RE only from trusted networks and host help to mitigate this issue. The following command can be used to check if
DDoS feature is enabled: user@host> show ddos-protection statistics DDOS protection global statistics: Policing on routing engine: Yes
<--- must be "Yes" Policing on FPC: Yes Flow detection: Yes <-- must be Yes


https://cve.report/
https://cve.report/CVE-2020-1653/mitre
https://cve.report/CVE-2020-1653/nist
https://cve.report/CVE-2020-1653/cve_org
https://cve.report/CVE-2020-1653.pdf
http://cve.report/software/juniper/junos
http://cve.report/vendor/juniper

| CVSS3 Score: 7.5-HIGH

Attack Attack Privileges User
Vector Complexity Required Interaction
Low [NONE [NONE_
Scope Confidentiality Integrity Availability
Impact Impact Impact

CVSS2 Score: 5-MEDIUM |

Access Access Authentication
Vector Complexity

Low [ NONE |
Confidentiality Integrity Availability
Impact Impact Impact

CVE References

Description Tags Link

2020-07 Security Bulletin: Junos OS: Kernel crash (vmcore) or FPC crash due to mbuf leak CONFIRM
(CVE-2020-1653) - Juniper Networks kb.juniper.net/JSA11040

By selecting these links, you may be leaving CVEreport webspace. We have provided these links to other websites because they may have information that
would be of interest to you. No inferences should be drawn on account of other sites being referenced, or not, from this page. There may be other websites that
are more appropriate for your purpose. CVEreport does not necessarily endorse the views expressed, or concur with the facts presented on these sites. Further,
CVEreport does not endorse any commercial products that may be mentioned on these sites. Please address comments about any linked pages to
comment@cve.report.

There are currently no QIDs associated with this CVE

Known Affected Configurations (CPE V2.3)

Type Vendor Product Version Update Edition Language
Operating Juniper Junos 17.4 - All All
System

Operating Juniper Junos 17.4 r1 All All
System

Operating Juniper Junos 17.4 r1-s1 All All
System

Operating Juniper Junos 17.4 r1-s2 All All
System

Operating Juniper Junos 17.4 r1-s4 All All
System

Operating Juniper Junos 17.4 r1-s5 All All
System
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e ek kKK LKLk,
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dkk Lk kkuk.

cpe:2.3:0:juniper:junos:17.4:r1-s6:*:*:*:*:*:*:

Lkak kR kuk.

cpe:2.3:0:juniper:junos:17.4:r1-s7:*:***:*:*:

Kk uk kLR k.

cpe:2.3:0:juniper:;junos:17.4:r2:*:*:*

Kk kKRR,

cpe:2.3:0:juniper:junos:17.4:r2-s10: " :*:

LRk kR kuk,

cpe:2.3:0:juniper:;junos:17.4:r2-s2:*:**:**:*:

LRk kR kak,

cpe:2.3:0:juniper:junos:17.4:r2-s3:*** " *:*:

Lkak kR Lk ak,

cpe:2.3:0:juniper:junos:17.4:r2-s4* **:* *:*:

Lk Kk Lk akak,

cpe:2.3:0:juniper:junos:17.4:r2-s6:**:*:* *:*:

dkak kR Rk,

cpe:2.3:0:juniper:junos:17.4:r2-s7:* " *:*:

dkakakakakak,

cpe:2.3:0:juniper:junos:17.4:r2-s8:**: " *:*:

cpe:2.3:0:juniper:junos:18.1:-* " ™

cpe:2.3:0:juniper:junos:18.1:r1: "

cpe:2.3:0:juniper:junos:18.1:r2:*:**: "

cpe:2.3:0:juniper:junos:18.1:r2-s1:* "

cpe:2.3:0:juniper:junos:18.1:r2-s2:*:*: " *:*:

cpe:2.3:0:juniper:junos:18.1:r2-s4: ™ " *:*:

cpe:2.3:0:juniper:junos:18.1:r3: " *:*:

cpe:2.3:0:juniper:junos:18.1:r3-s1: 7 :*:*:

cpe:2.3:0:juniper:junos:18.1:r3-s2:*:*: " *:*:

cpe:2.3:0:juniper:junos:18.1:r3-s3:*:*:**:*:*:

cpe:2.3:0:juniper:junos:18.1:r3-s4:*:***:*:*:

cpe:2.3:0:juniper:junos:18.1:r3-s6:*:*:*:*:*:*:

cpe:2.3:0:juniper:junos:18.1:r3-s7:*:*:**:*:*:



dkk Lk kkuk.

cpe:2.3:0:juniper:junos:18.1:r3-s8:*:*:*:*:*:*:

dkak kR kuk.

cpe:2.3:0:juniper:junos:18.1:r3-s9:*:*:*:*:*:*:

ek kKoK ok Lk,

cpe:2.3:0:juniper:;junos:18.2:-* "

KKk akakuk.

cpe:2.3:0:juniper:;junos:18.2:r1

ek kKKK,

cpe:2.3:0:juniper:;junos:18.2:r1 - "

LRk kR kuk,

cpe:2.3:0:juniper:junos:18.2:r1-s3:***:**:*:

LRk kR akak,

cpe:2.3:0:juniper:junos:18.2:r1-s4:***:**:*:

Lkuk kR Rk,

cpe:2.3:0:juniper:junos:18.2:r1-s5:***:**:*:

Kk koK Rk,

cpe:2.3:0:juniper:;junos:18.2:r2:*:*:**:*:*:

Lk ok akakakak,

cpe:2.3:0:juniper:;junos:18.2:r2-s2:*:**:**:*:

dkak kR akak,

cpe:2.3:0:juniper:junos:18.2:r2-s3:**:* " *:*:

e_akakukokukuk.

cpe:2.3:0:juniper:junos:18.2x75:- "™

dkakukkakak.

cpe:2.3:0:juniper:junos:18.2x75:d20: " ::

dkakakkakak.

cpe:2.3:0:juniper:junos:18.2x75:d30:*:":*:*:*::

a_ek kKKK Lk,

cpe:2.3:0:juniper:junos:18.3:-*

akakkakakuk.

cpe:2.3:0:juniper:junos:18.3:r1: %

dkk Lk kkuk.

cpe:2.3:0:juniper:junos:18.3:r1-s1:*:***:*:*:

dkk Lk kkuk.

cpe:2.3:0:juniper:junos:18.3:r1-s2:*:*:*:*:*:*:



dkak kR kak.

cpe:2.3:0:juniper:junos:18.3:r1-s3:*:*:**:*:*:

dkak kR akuk.

cpe:2.3:0:juniper:junos:18.3:r1-s5:**:**:*:*:

LRk kR Lk ak,

cpe:2.3:0:juniper:junos:18.3:r2-s2:**:*:* *:*:

LRk kR Lk uk,

cpe:2.3:0:juniper:junos:18.3:r2-s3:**:*:**:*:

dkakakakakak,

cpe:2.3:0:juniper:junos:18.3:r3-s1:***:**:*:

ek koK ok oKk,

cpe:2.3:0:juniper:;junos:18.4:-* """

Kk ok akak k.

cpe:2.3:0:juniper:junos:18.4:r1:*** " "

dkakakakakak,

cpe:2.3:0:juniper:junos:18.4:r1-s1: """

a_eR kLK Lk LKLk,

cpe:2.3:0:juniper:junos:19.1:-* " ™

akakk ok akk.

cpe:2.3:0:juniper:junos:19.1:r1 "

dkkakkkak.

cpe:2.3:0:juniper:junos:19.1:r1-s1: "

dkkakukukak.

cpe:2.3:0:juniper:junos:19.1:r1-s2:*:*:**:*:*:

dkak Lk kkuk.

cpe:2.3:0:juniper:junos:19.1:r1-s4:*:***:*:*:

kR Lk akukuk.

cpe:2.3:0:juniper:junos:19.1:r2:****:*:*:

a_ek kKKK Lk,

cpe:2.3:0:juniper:junos:19.2:-*



kKK akakk.

cpe:2.3:0:juniper:junos:19.2:r1 *** %

Lk Lk k Lk kuk.

cpe:2.3:0:juniper:junos:19.2:r1-s1:****:*:*:

dkak kR kuk.

cpe:2.3:0:juniper:junos:19.2:r1-s2:***:**:*:

LRk kR Lk ak,

cpe:2.3:0:juniper:junos:19.2:r1-s4:****

ek kKoK ok Lk,

cpe:2.3:0:juniper:;junos:19.3:-*

Kk kKRR,

cpe:2.3:0:juniper:;junos:19.3:r1

LRk kR akak,

cpe:2.3:0:juniper:junos:19.3:r1-s1:***:**:*:

akakkakakk.

cpe:2.3:0:juniper:junos:17.4:r2: ="

dkkakkakak.

cpe:2.3:0:juniper:junos:17.4:r2-s1 "

akLk kKKK,

cpe:2.3:0:juniper:junos:17.4:r2-s10: "

dkkakukukak.

cpe:2.3:0:juniper:junos:17.4:r2-s2::*:**:*:*:

dkk Lk kukuk.

cpe:2.3:0:juniper:junos:17.4:r2-s4:*:*:**:*:*:

cpe:2.3:0:juniper:junos:17.4:r2-s5::****:*:

rneD R:atinininerininng 17 ArD-gqR-*-***.x.x.



B ) L LI T S T

dkak kR kuk.

cpe:2.3:0:juniper:junos:17.4:r2-s7:*:*:**:*:*:

LRk kR kuk.

cpe:2.3:0:juniper:junos:17.4:r2-s8:*:*:**:*:*:

dkak kR akuk.

cpe:2.3:0:juniper:junos:17.4:r2-s9:*****:*:

kR kR kuk,

cpe:2.3:0:juniper:junos:17.4:r3-s1 ™
cpe:2.3:0:juniper:;junos:18.1:-* "
cpe:2.3:0:juniper:;junos:18.1:r1:
cpe:2.3:0:juniper:;junos:18.1:r2:*:*:**:*:*:
cpe:2.3:0:juniper:;junos:18.1:r2-s1:*:**:**:*:
cpe:2.3:0:juniper:junos:18.1:r2-s2:**:*:* *:*:
cpe:2.3:0:juniper:junos:18.1:r2-s4:**: " *:*:
cpe:2.3:0:juniper:junos:18.1:r3:*:***:*:*:
cpe:2.3:0:juniper:junos:18.1:r3-s1: """
cpe:2.3:0:juniper:junos:18.1:r3-s2:*:*:*:*:*:*:
cpe:2.3:0:juniper:junos:18.1:r3-s3:* " ":*:
cpe:2.3:0:juniper:junos:18.1:r3-s4: " *:*:
cpe:2.3:0:juniper:junos:18.1:r3-s6:*:*:*:*:*:*:
cpe:2.3:0:juniper:junos:18.1:r3-s7:* " ":*:
cpe:2.3:0:juniper:junos:18.1:r3-s8::*:*:*:*:*:
cpe:2.3:0:juniper:junos:18.1:r3-s9::*: ™ *:*:
cpe:2.3:0:juniper:junos:18.2:-* " ™

akakukakakuk.

cpe:2.3:0:juniper:junos:18.2:r1:*:* " "

a_ek kKK Lk,

cpe:2.3:0:juniper:junos:18.2:r1 -

KKk akakuk.

cpe:2.3:0:juniper:junos:18.2:r2:*:**:*:*:*:

dkkkkukak.

cpe:2.3:0:juniper:junos:18.2:r2-s1:*:*:**:*:*:



dkk kR kuk.

cpe:2.3:0:juniper:junos:18.2:r2-s2:*:*:*:**:*:

dkak kR kuk.

cpe:2.3:0:juniper:junos:18.2:r2-s3:*:***:*:*:

Lkakkkkak.

cpe:2.3:0:juniper:junos:18.2:r2-s4 **:*:**:*:

LRk kR akuk.

cpe:2.3:0:juniper:junos:18.2:r2-s5: ™

KKk akak k.

cpe:2.3:0:juniper:;junos:18.2:r3:*:*:**:*:*:

LRk kR akuk,

cpe:2.3:0:juniper:junos:18.2:r3-s1:**:*:**:*:

LRk kR Lk ak,

cpe:2.3:0:juniper:junos:18.2:r3-s2:**:*:**:*:

dkak kR ok ak,

cpe:2.3:0:juniper:junos:18.2:r3-s3:**:*:**:*:

Lk Rk kR akak.

cpe:2.3:0:juniper:;junos:18.2x75:***:**

e_akakakakakak.

cpe:2.3:0:juniper:junos:18.2x75:-* "

akLk Lk akakk.

cpe:2.3:0:juniper:junos:18.3:r2:*:* " *:

dkkakkkak.

cpe:2.3:0:juniper:junos:18.3:r2-s1:*:* " *:



CPe:2.3:0:JUNIPer;junos:18.4:-:" """ 1"

KRk akukuk.

cpe:2.3:0:juniper:junos:18.4:r1 "

dkak kR kuk.

cpe:2.3:0:juniper:junos:18.4:r1-s1: "

LRk kR kuk.

cpe:2.3:0:juniper:junos:18.4:r1-s2:***:**:*:

Lk kR Lk akuk,

cpe:2.3:0:juniper:junos:18.4:r1-s5:*****:*:

KKk kR k.

cpe:2.3:0:juniper:;junos:18.4:r2:*:*:**:*:*:

Lkak kR ok ak,

cpe:2.3:0:juniper:junos:18.4:r2-s1:**:*:**:*:

Lk Kk kR k.

cpe:2.3:0:juniper:junos:18.4:r2-s2:**:*:* *:*:

dkak kR akak,

cpe:2.3:0:juniper:junos:18.4:r2-s3:**:*:**:*:

e kKoK kKK,

cpe:2.3:0:juniperjunos:19.1:- " ™

cpe:2.3:0:juniper:junos:19.1:r1 >

cpe:2.3:0:juniper:junos:19.1:r1-s1:* "

cpe:2.3:0:juniper:junos:19.1:r1-s2:* " *:*:

cpe:2.3:0:juniper:junos:19.1:r1-s3:" " *:*:

cpe:2.3:0:juniper:junos:19.1:r1-s4:** "

cpe:2.3:0:juniper:junos:19.1:r2:*:** "

cpe:2.3:0:juniper:junos:19.2:-* "

dkkakkakak.

cpe:2.3:0:juniper:junos:19.2:r1-s2:*:*:*:*:*:*:

dkukakkakak.

cpe:2.3:0:juniper:junos:19.2:r1-s3:*:*: """

dkkakkkak.

cpe:2.3:0:juniper:junos:19.2:r1-s4:*:*:**:*:*:

e ek kKK LKLk,

cpe:2.3:0:juniper:junos:19.3:-*

dkkakkukuk.

cpe:2.3:0:juniper:junos:19.3:r2-s1 " *:



cpe:2.3:0:juniper:junos:19.4:r1

cpe:2.3:0:juniper:;junos:19.4:r1-s1 ™

No vendor comments have been submitted for this CVE

«— Previous ID Next ID—

© CVE.report 2023 B [\] |

Use of this information constitutes acceptance for use in an AS IS condition. There are NO warranties, implied or otherwise, with regard to
this information or its use. Any use of this information is at the user's risk. It is the responsibility of user to evaluate the accuracy,
completeness or usefulness of any information, opinion, advice or other content. EACH USER WILL BE SOLELY RESPONSIBLE FOR ANY

consequences of his or her direct or indirect use of this web site. ALL WARRANTIES OF ANY KIND ARE EXPRESSLY DISCLAIMED. This
site will NOT BE LIABLE FOR ANY DIRECT, INDIRECT or any other kind of loss.

CVE, CWE, and OVAL are registred trademarks of The MITRE Corporation and the authoritative source of CVE content is MITRE's CVE web
site. This site includes MITRE data granted under the following license.

CVE.report and Source URL Uptime Status status.cve.report


https://cve.report/CVE-2020-1652
https://cve.report/CVE-2020-1654
https://cve.report/
https://twitter.com/CVEreport
https://nitter.domain.glass/CVEreport/with_replies
https://uspto.report/company/Mitre-Corp
https://cve.report/mitre
http://cve.report/mitre_license.txt
https://status.cve.report

	CVE-2020-1653
	CVSS3 Score: 7.5 - HIGH
	CVSS2 Score: 5 - MEDIUM
	CVE References
	Known Affected Configurations (CPE V2.3)



