18.1 versions prior to 18.1R3-S11; 18.2 versions prior to 18.2R3-S5; 18.3 versions prior to 18.3R2-S4, 18.3R3-S3; 18.4 versions prior to
18.4R2-S5, 18.4R3-S4; 19.1 versions prior to 19.1R3-S2; 19.2 versions prior to 19.2R1-S5, 19.2R3; 19.3 versions prior to 19.3R2-S4, 19.3R3;
19.4 versions prior to 19.4R1-S3, 19.4R2-S1, 19.4R3; 20.1 versions prior to 20.1R1-S2, 20.1R2."> show system processes summary ... PID
USERNAME PRI NICE SIZE RES STATE TIME WCPU COMMAND 11639 root 52 0 283M 11296K select 12:15 44.97% eventd 11803 root 81 0
719M 239M RUN 251:12 31.98% fxpc{fxpc} the eventd and the fxpc processes might use higher WCPU percentage (respectively 44.97% and
31.98% in the above example). This issue affects Juniper Networks Junos OS on EX2300 Series: 18.1 versions prior to 18.1R3-S11; 18.2
versions prior to 18.2R3-S5; 18.3 versions prior to 18.3R2-S4, 18.3R3-S3; 18.4 versions prior to 18.4R2-S5, 18.4R3-S4; 19.1 versions prior to
19.1R3-S2; 19.2 versions prior to 19.2R1-S5, 19.2R3; 19.3 versions prior to 19.3R2-S4, 19.3R3; 19.4 versions prior to 19.4R1-S3, 19.4R2-S1,
19.4R83; 20.1 versions prior to 20.1R1-S2, 20.1R2." />

Published on: 10/16/2020 12:00:00 AM UTC
Last Modified on: 01/01/2022 05:35:00 PM UTC

CVE-2020-1668 - advisory for JSA11065

Source: Mitre Source: NIST CVE.ORG Print: PDF %%

cssamvancurrnunsucanay  Gertain versions of Ex2300 from Juniper contain the foIIowing
’ vulnerability:

On Juniper Networks EX2300 Series, receipt of a stream of specific
multicast packets by the layer2 interface can cause high CPU load,
which could lead to traffic interruption. This issue occurs when
multicast packets are received by the layer 2 interface. To check if the
device has high CPU load due to this issue, the administrator can
issue the following command: user@host> show chassis routing-engine Routing Engine
status: ... Idle 2 percent the "Idle" value shows as low (2 % in the example above), and also
the following command: user@host> show system processes summary ... PID USERNAME
PRI NICE SIZE RES STATE TIME WCPU COMMAND 11639 root 52 0 283M 11296K select
12:15 44.97% eventd 11803 root 81 0 719M 239M RUN 251:12 31.98% fxpc{fxpc} the eventd
and the fxpc processes might use higher WCPU percentage (respectively 44.97% and
31.98% in the above example). This issue affects Juniper Networks Junos OS on EX2300
Series: 18.1 versions prior to 18.1R3-S11; 18.2 versions prior to 18.2R3-S5; 18.3 versions
prior to 18.3R2-S4, 18.3R3-S3; 18.4 versions prior to 18.4R2-S5, 18.4R3-S4; 19.1 versions
prior to 19.1R3-S2; 19.2 versions prior to 19.2R1-S5, 19.2R3; 19.3 versions prior to 19.3R2-
S4, 19.3R3; 19.4 versions prior to 19.4R1-S3, 19.4R2-S1, 19.4R3; 20.1 versions prior to
20.1R1-S2, 20.1R2.

CVE-2020-1668 has been assigned by J sirt@juniper.net to track the vulnerability - currently rated as severity.

Juniper SIRT is not aware of any malicious exploitation of this vulnerability.

Vulnerability Patch/Work Around


https://cve.report/
https://cve.report/CVE-2020-1668/mitre
https://cve.report/CVE-2020-1668/nist
https://cve.report/CVE-2020-1668/cve_org
https://cve.report/CVE-2020-1668.pdf
http://cve.report/software/juniper/ex2300
http://cve.report/vendor/juniper

There are no available workarounds for this issue.

| CVSS3 Score: [SEEMEDILN]

Attack Attack Privileges User
Vector Complexity Required Interaction
Low [ NONE | [HEE]
Scope Confidentiality Integrity Availability
Impact Impact Impact

CVSS2 Score: 313 L0OW

Access Access Authentication
Vector Complexity

Low [ NONE |
Confidentiality Integrity Availability
Impact Impact Impact

CVE References

Description Tags Link

2020-10 Security Bulletin: Junos OS: EX2300 Series: High CPU load due to receipt of specific CONFIRM
multicast packets on layer 2 interface (CVE-2020-1668) - Juniper Networks kb.juniper.net/JSA11065

By selecting these links, you may be leaving CVEreport webspace. We have provided these links to other websites because they may have information that
would be of interest to you. No inferences should be drawn on account of other sites being referenced, or not, from this page. There may be other websites that
are more appropriate for your purpose. CVEreport does not necessarily endorse the views expressed, or concur with the facts presented on these sites. Further,
CVEreport does not endorse any commercial products that may be mentioned on these sites. Please address comments about any linked pages to
comment@cve.report.

There are currently no QIDs associated with this CVE

Known Affected Configurations (CPE V2.3)

Type Vendor Product Version Update Edition Language
Hardware &= 4 Juniper Ex2300 - All All All
Hardware &= 4 Juniper Ex2300 - All All All
Operating Juniper Junos 18.1 - All All
System

Operating Juniper Junos 18.1 r1 All All
System

Operating Juniper Junos 18.1 r2 All All
System



http://cve.report/cvsscalc.php
http://cve.report/glossary/cvss-2-score-details/
http://cve.report/glossary/common-cve-tag-descriptions/
https://kb.juniper.net/JSA11065
mailto:%20comment@cve.report
https://device.report/juniper/ex2300
http://cve.report/vendor/juniper
http://cve.report/software/juniper/ex2300
https://device.report/juniper/ex2300
http://cve.report/vendor/juniper
http://cve.report/software/juniper/ex2300
http://cve.report/vendor/juniper
http://cve.report/software/juniper/junos
http://cve.report/vendor/juniper
http://cve.report/software/juniper/junos
http://cve.report/vendor/juniper
http://cve.report/software/juniper/junos
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e_ekakukokLkuk ok,
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e_ekakakokLkukok,
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cpe:2.3:0:juniper:junos:18.1

e ek kKK kLK,
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cpe:2.3:0:juniper:junos:18.1:r1

cpe:2.3:0:juniper:junos:18.1:r2: :***:*:*:

cpe:2.3:0:juniper:;junos:18.1:r2-s1: ™

cpe:2.3:0:juniper:;junos:18.1:r2-s2:*:**:**:*:

cpe:2.3:0:juniper:;junos:18.1:r2-s4:*:*:*:**:*:

cpe:2.3:0:juniper:;junos:18.1:r3:*:*:**:*:*:

cpe:2.3:0:juniper:;junos:18.1:r3-s1: ™

cpe:2.3:0:juniper:;junos:18.1:r3-s10:*:*:**:*:*:

cpe:2.3:0:juniper:;junos:18.1:r3-s2:*:*:*:**:*:

cpe:2.3:0:juniper:;junos:18.1:r3-s3:*:*:*:**:*:

cpe:2.3:0:juniper:;junos:18.1:r3-s4:*:**:**:*:

cpe:2.3:0:juniper:junos:18.1:r3-s6:*:*: " *:*:

cpe:2.3:0:juniper:junos:18.1:r3-s7:* " *:*:

cpe:2.3:0:juniper:junos:18.1:r3-s8:*:*:*:*:*:*:

dkkakukakak.

cpe:2.3:0:juniper:junos:18.2:r2-s3:*:*:* " *:

dkk Lk kukuk.

cpe:2.3:0:juniper:junos:18.2:r2-s4:*:*:**:*:*:

dkkakkukak.

cpe:2.3:0:juniper:junos:18.2:r2-s5::*:**:*:*:

dkk Lk kukuk.

cpe:2.3:0:juniper:junos:18.2:r2-s6:*:*:*:*:*:*:



Lk Lk ak Lk kak.

cpe:2.3:0:juniper:junos:18.2:r3-s1:*:*:*:*:*:*:

LRk kR Lk uk.

cpe:2.3:0:juniper:junos:18.2:r3-s3:*:*:*:**:*:

LRk kR Lk uk,

cpe:2.3:0:juniper:junos:18.2:r3-s4:**:*:**:*:

ek koK ok Lk,

cpe:2.3:0:juniper:;junos:18.3:-*

Kk kR Rk,

cpe:2.3:0:juniper:junos:18.3:r1 ™

LRk kR akak,

cpe:2.3:0:juniper:junos:18.3:r1-s2:**:*:**:*:

dkak kR ok ak,

cpe:2.3:0:juniper:junos:18.3:r1-s3:**:*:**:*:

dkakakakakak,

cpe:2.3:0:juniper:junos:18.3:r1-s5:***:**:*:

dkakakakakak,

cpe:2.3:0:juniper:junos:18.3:r1-s6:*:*:*:*:*:*:

dkakkokukuk.

cpe:2.3:0:juniper:junos:18.4:r2:*:*:*:*:*:*:

dkak Lk kukuk.

cpe:2.3:0:juniper:junos:18.4:r2-s1:*:*:**:*:*:

dkkakkkak.

cpe:2.3:0:juniper:junos:18.4:r2-s3:*:*:**:*:*:



dkk kR kuk.

cpe:2.3:0:juniper:junos:18.4:r2-s4:*:*:**:*:*:

KRk akukuk.

cpe:2.3:0:juniper:junos:18.4:r3:*:**:*:**:

LRk kR akuk.

cpe:2.3:0:juniper:junos:18.4:r3-s2:*:*:*:**:*:

LRk kR kuk,

cpe:2.3:0:juniper:junos:18.4:r3-s3:*:*:* " *:*:

ek kKoK kK,

cpe:2.3:0:juniper:;junos:19.1:-* "

cpe:2.3:0:juniper:;junos:19.1:r1

cpe:2.3:0:juniper:junos:19.1:r1-s1: 7 "

cpe:2.3:0:juniper:;junos:19.1:r1-s2: 1 :*:

cpe:2.3:0:juniper:;junos:19.1:r1-s3:*:**:**:*:

cpe:2.3:0:juniper:;junos:19.1:r1-s4:*:**:**:*:

cpe:2.3:0:juniper:junos:19.1:r2: > :*:*:

cpe:2.3:0:juniper:junos:19.1:r2-s1:* " *:*:

cpe:2.3:0:juniper:junos:19.1:r3: "

cpe:2.3:0:juniper:junos:19.1:r3-s1:" "

cpe:2.3:0:juniper:junos:19.2:-* " "

dkkakkukuk.

cpe:2.3:0:juniper:junos:19.3:r2-s1 " *:

dkk Lk k k.

cpe:2.3:0:juniper:junos:19.3:r2-s2:*:*: ™ *:*:

KRk oKLk k.

cpe:2.3:0:juniper:junos:19.4:r1:*****::



cpe:2.3:0:juniper:;junos:20.1:r1

cpe:2.3:0:juniper:junos:20.1:r1-s1:*** "

cpe:2.3:0:juniper:;junos:18.1:-* " "

cpe:2.3:0:juniper:;junos:18.1:r1: *:*

cpe:2.3:0:juniper:;junos:18.1:r2:*:*:**:*:*:

cpe:2.3:0:juniper:;junos:18.1:r2-s1:*:**:**:*:

cpe:2.3:0:juniper:;junos:18.1:r2-s2:*:*:*:**:*:

cpe:2.3:0:juniper:junos:18.1:r2-s4:**: " *:*:

cpe:2.3:0:juniper:junos:18.1:r3:*:***:*:*:

cpe:2.3:0:juniper:junos:18.1:r3-s1:**: " *:*:

cpe:2.3:0:juniper:junos:18.1:r3-s10: """

cpe:2.3:0:juniper:junos:18.1:r3-s2:**: " *:*:

cpe:2.3:0:juniper:junos:18.1:r3-s3:"*: " *:*:

cpe:2.3:0:juniper:junos:18.1:r3-s4: " " *:*:

cpe:2.3:0:juniper:junos:18.1:r3-s6:™:*: " *:*:

cpe:2.3:0:juniper:junos:18.1:r3-s7:*:*: "

cpe:2.3:0:juniper:junos:18.1:r3-s8:":*: " *:*:

dkkakukakak.

cpe:2.3:0:juniper:junos:18.1:r3-s9:*:* ™ *:*:

a_eRak kLK LK LK,

cpe:2.3:0:juniper:junos:18.2:-:* "

a_ek kKK Lk,

cpe:2.3:0:juniper:junos:18.2:r1 -

dkkukkukuk.

cpe:2.3:0:juniper:junos:18.2:r1-s3:*:*: ™ *:*:

dkkakk k.

cpe:2.3:0:juniper:junos:18.2:r1-s4:*:*:**:*:*:

dkkakkkuk.

cpe:2.3:0:juniper:junos:18.2:r1-s5::*:**:*:*:



dkk Lk kkuk.

cpe:2.3:0:juniper:junos:18.2:r2-s1: " *:*:

LRk kR Lk uk,

cpe:2.3:0:juniper:junos:18.2:r2-s5:* *** *:*:

Lkuk kR Lk uk,

cpe:2.3:0:juniper:junos:18.2:r2-s6:*:*:*:**:*:

dkak kR kak,

cpe:2.3:0:juniper:junos:18.2:r3-s3:**:*:**:*:

dkak kR akak,

cpe:2.3:0:juniper:junos:18.2:r3-s4:*:* " *:*:

ek oKk kKK,

cpe:2.3:0:juniper:junos:18.3:-** " %™

dkkakukkak.

cpe:2.3:0:juniper:junos:18.3:r2-s3:*:* """

akak Lk akukk.

cpe:2.3:0:juniper:junos:18.3:r3: """

dkkakkukuk.

cpe:2.3:0:juniper:junos:18.3:r3-s2:*:*:* " *:

a_ek kKKK Lk,

cpe:2.3:0:juniper:junos:18.4:-**** "

kKK akukuk.

cpe:2.3:0:juniper:junos:18.4:r1 "

dkakakkakuk.

cpe:2.3:0:juniper:junos:18.4:r1-s1:*:*:**:*:*:

AnAD iatinininarininac1Q Ard oD Fokakakakak,
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dkak kR kuk.

cpe:2.3:0:juniper:junos:18.4:r1-s5:****:*:*:

KKk akuk k.

cpe:2.3:0:juniper:;junos:18.4:r2:*:*:**:*:*:

LRk Lk akakuk.

cpe:2.3:0:juniper:junos:18.4:r2-s1:*****:*:

LRk kR kuk,

cpe:2.3:0:juniper:junos:18.4:r2-s2:**:*:* *:*:

LRk kR akuk,

cpe:2.3:0:juniper:junos:18.4:r2-s3:*:*:* " *:*:

dkakakkakak,

cpe:2.3:0:juniper:junos:18.4:r3-s2:**:*:* *:*:

dkakakakakak,

cpe:2.3:0:juniper:junos:18.4:r3-s3: """
cpe:2.3:0:juniperjunos:19.1:-* "
cpe:2.3:0:juniper:junos:19.1:r1 >
cpe:2.3:0:juniper:junos:19.1:r1-s1:* "
cpe:2.3:0:juniper:junos:19.1:r1-s2:* """
cpe:2.3:0:juniper:junos:19.1:r1-s3: """
cpe:2.3:0:juniper:junos:19.1:r1-s4: """
cpe:2.3:0:juniper:junos:19.1:r2: ="
cpe:2.3:0:juniper:junos:19.1:r2-s1:* "
cpe:2.3:0:juniper:junos:19.1:r3: " "
cpe:2.3:0:juniper:junos:19.1:r3-s1: "™
cpe:2.3:0:juniper:junos:19.2:-* %

akLk kK Lk k.

cpe:2.3:0:juniper:junos:19.2:r1 :**x "

dkkakkkuk.

cpe:2.3:0:juniper:junos:19.2:r1-s2:*:*:*:*:*:*:

dkkakkukak.

cpe:2.3:0:juniper:junos:19.2:r1-s3:*:***:*:*:

dkkakkukuk.

cpe:2.3:0:juniper:junos:19.2:r1-s4:*:*:**:*:*:

e ek kKK kLK,

cpe:2.3:0:juniper:junos:19.3:-* " ™



kK kKRR,

cpe:2.3:0:juniper:junos:19.3:r1 *** %

dkk Lk kukuk.

cpe:2.3:0:juniper:junos:19.3:r1-s1:****:*:*:

LRk kR kuk.

cpe:2.3:0:juniper:junos:19.3:r2-s1 ™

LRk kR kuk,

cpe:2.3:0:juniper:junos:19.3:r2-s2:**** *:*:

Lkak kR akak,

cpe:2.3:0:juniper:junos:19.3:r2-s3:*:*:*:**:*:

KKk kR k.

cpe:2.3:0:juniper:junos:19.4:r1 "

Wk Kk kR ok,

cpe:2.3:0:juniper:junos:19.4:r1-s2:***:**:*:

Kk kKR ak.

cpe:2.3:0:juniper:;junos:19.4:r2:**:**:*:*:

KKk akak k.

cpe:2.3:0:juniper:;junos:20.1:r1

dkakakakakak,

cpe:2.3:0:juniper:junos:20.1:r1-s1: "%

No vendor comments have been submitted for this CVE
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