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On Juniper Networks Junos OS and Junos OS Evolved platforms with EVPN configured, receipt of specific BGP packets ce
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Risk And Classification

Problem Types: CWE-401

NVD Known Affected Configurations (CPE 2.3)

Type

Operating System
Operating System
Operating System
Operating System
Operating System
Operating System
Operating System
Operating System
Operating System
Operating System
Operating System
Operating System
Operating System
Operating System
Operating System

Operating System

Operating System

Vendor Product Version Update Edition Language
Juniper Junos 19.4 r1 All All
Juniper Junos 19.4 r1-s1 All All
Juniper Junos 19.4 ri-s2 All All
Juniper Junos 20.1 r1 All All
Juniper Junos 20.1 ri-s1 All All
Juniper Junos 20.1 r1-s2 All All
Juniper Junos 20.1 r1-s3 All All
Juniper Junos 19.4 r1 All All
Juniper Junos 19.4 ri-s1 All All
Juniper Junos 19.4 ri-s2 All All
Juniper Junos 20.1 r1 All All
Juniper Junos 20.1 ri-s1 All All
Juniper Junos 20.1 r1-s2 All All
Juniper Junos 20.1 r1-s3 All All
Juniper Junos Evolved 19.4 r1 All All
Juniper Junos Evolved 19.4 r2 All All
Juniper Junos Evolved 19.4 re-st All All
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Operating System Juniper Junos Evolved 20.1 - All All
Operating System Juniper Junos Evolved 20.1 r1 All All
Operating System Juniper Junos Evolved 20.2 - All All
Operating System Juniper Junos Evolved 19.4 r1 All All
Operating System Juniper Junos Evolved 19.4 r2 All All
Operating System Juniper Junos Evolved 19.4 r2-si All All
Operating System Juniper Junos Evolved 20.1 - All All
Operating System Juniper Junos Evolved 20.1 r1 All All
Operating System Juniper Junos Evolved 20.2 - All All
Operating System Juniper Junos Os Evolved 19.4 r1 All All
Operating System Juniper Junos Os Evolved 19.4 r2 All All
Operating System Juniper Junos Os Evolved 19.4 r2-si All All
Operating System Juniper Junos Os Evolved 20.1 - All All
Operating System Juniper Junos Os Evolved 20.1 r1 All All
Operating System Juniper Junos Os Evolved 20.2 - All All
Reference

2020-10 Security Bulletin: Junos OS and Junos OS Evolved: RPD can crash due to a slow memory leak. (CVE-2020-1678) - Juniper Network:
CVE Program record

NVD vulnerability detail
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No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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