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Print: PDF %5

Go before 1.13.15 and 14.x before 1.14.7 can have an infinite read loop in ReadUvarint and ReadVarint in encoding/binary

Risk And Classification

Problem Types: CWE-835

NVD Known Affected Configurations (CPE 2.3)

Type

Operating System
Operating System
Operating System
Operating System
Operating System
Operating System
Operating System
Operating System
Application
Application
Operating System
Operating System

Operating System

Operating System

References

Vendor
Debian
Debian
Debian
Debian
Fedoraproject
Fedoraproject
Fedoraproject
Fedoraproject
Golang
Golang
Opensuse
Opensuse
Opensuse

Opensuse

Product
Debian Linux
Debian Linux
Debian Linux
Debian Linux
Fedora
Fedora
Fedora
Fedora

Go

Go
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Leap

Leap

Leap

Version

10.0

9.0

10.0
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32

31

32

All

All

Update
All
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All
All
All
All

All

Edition

All

All
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All

All
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All

All

All

All

All
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All
All
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All
All
All
All
All

All

Reference

Source

Link


https://cve.report/
https://cve.report/CVE-2020-16845/mitre
https://cve.report/CVE-2020-16845/nist
https://cve.report/CVE-2020-16845/cve_org
https://cve.report/CVE-2020-16845.pdf
http://cve.report/vendor/debian
http://cve.report/software/debian/debian_linux
http://cve.report/vendor/debian
http://cve.report/software/debian/debian_linux
http://cve.report/vendor/debian
http://cve.report/software/debian/debian_linux
http://cve.report/vendor/debian
http://cve.report/software/debian/debian_linux
http://cve.report/vendor/fedoraproject
http://cve.report/software/fedoraproject/fedora
http://cve.report/vendor/fedoraproject
http://cve.report/software/fedoraproject/fedora
http://cve.report/vendor/fedoraproject
http://cve.report/software/fedoraproject/fedora
http://cve.report/vendor/fedoraproject
http://cve.report/software/fedoraproject/fedora
http://cve.report/vendor/golang
http://cve.report/software/golang/go
http://cve.report/vendor/golang
http://cve.report/software/golang/go
http://cve.report/vendor/opensuse
http://cve.report/software/opensuse/leap
http://cve.report/vendor/opensuse
http://cve.report/software/opensuse/leap
http://cve.report/vendor/opensuse
http://cve.report/software/opensuse/leap
http://cve.report/vendor/opensuse
http://cve.report/software/opensuse/leap

Debian -- Security Information -- DSA-4848-1 golang-1.11

Google Groups

Google Groups

[SECURITY] Fedora 32 Update: golang-1.14.7-1.fc32 - package-announce - Fedora Mailing-Lists

[SECURITY] Fedora 32 Update: golang-github-ulikunitz-xz-0.5.8-1.fc32 - package-announce - Fedora Mailing-Lists
[SECURITY] Fedora 32 Update: golang-1.14.7-1.fc32 - package-announce - Fedora Mailing-Lists
[security-announce] openSUSE-SU-2020:1405-1: important: Security update

[SECURITY] Fedora 31 Update: golang-github-ulikunitz-xz-0.5.8-1.fc31 - package-announce - Fedora Mailing-Lists
[SECURITY] [DLA 2460-1] golang-1.8 security update

[security-announce] openSUSE-SU-2020:1178-1: moderate: Security update f

CVE-2020-16845 Golang Vulnerability in NetApp Products | NetApp Product Security

Google Groups

[SECURITY] Fedora 31 Update: golang-github-ulikunitz-xz-0.5.8-1.fc31 - package-announce - Fedora Mailing-Lists
[SECURITY] [DLA 2459-1] golang-1.7 security update

[SECURITY] Fedora 31 Update: golang-1.13.15-1.fc31 - package-announce - Fedora Mailing-Lists

[SECURITY] Fedora 31 Update: golang-1.13.15-1.fc31 - package-announce - Fedora Mailing-Lists
[security-announce] openSUSE-SU-2020:1407-1: important: Security update

[SECURITY] Fedora 32 Update: golang-github-ulikunitz-xz-0.5.8-1.fc32 - package-announce - Fedora Mailing-Lists
Oracle Critical Patch Update Advisory - April 2021

Google Groups

[security-announce] openSUSE-SU-2020:1194-1: moderate: Security update f
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No vendor comments have been submitted for this CVE.
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Legacy QID Mappings

199026 Ubuntu Security Notification for Go Vulnerability (USN-5725-1)

199493 Ubuntu Security Notification for Go Vulnerability (USN-5725-2)

239198 Red Hat Update for OpenShift Container Platform 4.6.23 (RHSA-2021:0956)

239200 Red Hat Update for OpenShift Container Platform 4.5.34 packages and (RHSA-2021:0713)

239226 Red Hat Update for OpenShift Container Platform 4.5.37 (RHSA-2021:1016)

239272 Red Hat Update for OpenShift Container Platform 4.7.9 packages and (RHSA-2021:1366)

239381 Red Hat Update for OpenShift Container Platform 4.7.13 packages and (RHSA-2021:2122)


https://www.debian.org/security/2021/dsa-4848
https://groups.google.com/forum/#%2521topic/golang-announce/_ulYYcIWg3Q
https://groups.google.com/forum/#%2521topic/golang-announce/NyPIaucMgXo
https://lists.fedoraproject.org/archives/list/package-announce@lists.fedoraproject.org/message/TACQFZDPA7AUR6TRZBCX2RGRFSDYLI7O/
https://lists.fedoraproject.org/archives/list/package-announce%2540lists.fedoraproject.org/message/6RCFJTMKHY5ICGEM5BUFUEDDGSPJ25XU/
https://lists.fedoraproject.org/archives/list/package-announce%2540lists.fedoraproject.org/message/TACQFZDPA7AUR6TRZBCX2RGRFSDYLI7O/
http://lists.opensuse.org/opensuse-security-announce/2020-09/msg00029.html
https://lists.fedoraproject.org/archives/list/package-announce@lists.fedoraproject.org/message/KWRBAH4UZJO3RROQ72SYCUPFCJFA22FO/
https://lists.debian.org/debian-lts-announce/2020/11/msg00038.html
http://lists.opensuse.org/opensuse-security-announce/2020-08/msg00021.html
https://security.netapp.com/advisory/ntap-20200924-0002/
https://groups.google.com/forum/#!topic/golang-announce/NyPIaucMgXo
https://lists.fedoraproject.org/archives/list/package-announce%2540lists.fedoraproject.org/message/KWRBAH4UZJO3RROQ72SYCUPFCJFA22FO/
https://lists.debian.org/debian-lts-announce/2020/11/msg00037.html
https://lists.fedoraproject.org/archives/list/package-announce%2540lists.fedoraproject.org/message/WV2VWKFTH4EJGZBZALVUJQJOAQB5MDQ4/
https://lists.fedoraproject.org/archives/list/package-announce@lists.fedoraproject.org/message/WV2VWKFTH4EJGZBZALVUJQJOAQB5MDQ4/
http://lists.opensuse.org/opensuse-security-announce/2020-09/msg00030.html
https://lists.fedoraproject.org/archives/list/package-announce@lists.fedoraproject.org/message/6RCFJTMKHY5ICGEM5BUFUEDDGSPJ25XU/
https://www.oracle.com/security-alerts/cpuApr2021.html
https://groups.google.com/forum/#!topic/golang-announce/_ulYYcIWg3Q
http://lists.opensuse.org/opensuse-security-announce/2020-08/msg00028.html
https://www.cve.org/CVERecord?id=CVE-2020-16845
https://nvd.nist.gov/vuln/detail/CVE-2020-16845
http://cve.report/qid/199026
http://cve.report/qid/199493
http://cve.report/qid/239198
http://cve.report/qid/239200
http://cve.report/qid/239226
http://cve.report/qid/239272
http://cve.report/qid/239381

377556 Alibaba Cloud Linux Security Update for go-toolset:rhel8 (ALINUX3-SA-2021:0069)

500976 Alpine Linux Security Update for go

501567 Alpine Linux Security Update for go

6140202 AWS Bottlerocket Security Update for golang (GHSA-h382-mj64-43m3)

670942 EulerOS Security Update for golang (EulerOS-SA-2021-1073)

690507 Free Berkeley Software Distribution (FreeBSD) Security Update for go (bc7aff8c-d806-11ea-a5aa-0800272260e5)

770039 Red Hat OpenShift Container Platform 4.6.1 Package Security Update (RHSA-2020:4297)

770040 Red Hat OpenShift Container Platform 4.5.20 Packages and Security Update (RHSA-2020:5119)

770041 Red Hat OpenShift Container Platform 4.6.6 Security Update (RHSA-2020:5159)

770052 Red Hat OpenShift Container Platform 4.5.34 Packages and Security Update (RHSA-2021:0713)

770053 Red Hat OpenShift Container Platform 4.6.23 Security Update (RHSA-2021:0956)

770056 Red Hat OpenShift Container Platform 4.5.37 Security Update (RHSA-2021:1016)

770058 Red Hat OpenShift Container Platform 4.7.9 Packages and Security Update (RHSA-2021:1366)

770063 Red Hat OpenShift Container Platform 4.7.13 Packages and Security Update (RHSA-2021:2122)

770076 Red Hat OpenShift Container Platform 4.6 Security Update (RHSA-2021:0172)

770091 Red Hat OpenShift Container Platform 4.7 Security Update (RHSA-2021-1366)

770093 Red Hat OpenShift Container Platform 4.5 Security Update (RHSA-2021-0713)

770096 Red Hat OpenShift Container Platform 4.7 Security Update (RHSA-2021-2122)

770113 Red Hat OpenShift Container Platform 4.5 Security Update (RHSA-2021-1016)

770116 Red Hat OpenShift Container Platform 4.6 Security Update (RHSA-2021-0172)

770118 Red Hat OpenShift Container Platform 4.6 Security Update (RHSA-2021-0956)

900261 CBL-Mariner Linux Security Update for golang 1.13.11

903465 Common Base Linux Mariner (CBL-Mariner) Security Update for golang (1877)

907778 Common Base Linux Mariner (CBL-Mariner) Security Update for golang (1877-1)
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Use of this information constitutes acceptance for use in an AS IS condition. There are NO warranties, implied or otherwise, with regard to
this information or its use. Any use of this information is at the user's risk. It is the responsibility of user to evaluate the accuracy,
completeness or usefulness of any information, opinion, advice or other content. EACH USER WILL BE SOLELY RESPONSIBLE FOR ANY
consequences of his or her direct or indirect use of this web site. ALL WARRANTIES OF ANY KIND ARE EXPRESSLY DISCLAIMED. This
site will NOT BE LIABLE FOR ANY DIRECT, INDIRECT or any other kind of loss.


http://cve.report/qid/377556
http://cve.report/qid/500976
http://cve.report/qid/501567
http://cve.report/qid/6140202
http://cve.report/qid/670942
http://cve.report/qid/690507
http://cve.report/qid/770039
http://cve.report/qid/770040
http://cve.report/qid/770041
http://cve.report/qid/770052
http://cve.report/qid/770053
http://cve.report/qid/770056
http://cve.report/qid/770058
http://cve.report/qid/770063
http://cve.report/qid/770076
http://cve.report/qid/770091
http://cve.report/qid/770093
http://cve.report/qid/770096
http://cve.report/qid/770113
http://cve.report/qid/770116
http://cve.report/qid/770118
http://cve.report/qid/900261
http://cve.report/qid/903465
http://cve.report/qid/907778
https://cve.report/

CVE, CWE, and OVAL are registred trademarks of The MITRE Corporation and the authoritative source of CVE content is MITRE's CVE web
site. This site includes MITRE data granted under the following license.
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https://uspto.report/company/Mitre-Corp
https://cve.report/mitre
http://cve.report/mitre_license.txt
https://status.cve.report
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