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Summary

CVE CVE-2020-16849

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2020-11-30 22:15:00 UTC

Updated 2020-12-04 17:38:00 UTC

Description An issue was discovered on Canon MF237w 06.07 devices. An "Improper Handling of Length Parameter Inconsistency" issue in the IPv4/ICMPv4 component, when handling a packet sent by an unauthenticated network attacker, may expose Sensitive Information.

Risk And Classification

Problem Types: NVD-CWE-Other

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Hardware Canon Ir2202n - All All All

Hardware Canon Ir2202n - All All All

Operating System Canon Ir2202n Firmware - All All All

Operating System Canon Ir2202n Firmware - All All All

Hardware Canon Ir2204f - All All All

Hardware Canon Ir2204f - All All All

Operating System Canon Ir2204f Firmware - All All All

Operating System Canon Ir2204f Firmware - All All All

Hardware Canon Ir2204n - All All All

Hardware Canon Ir2204n - All All All

Operating System Canon Ir2204n Firmware - All All All

Operating System Canon Ir2204n Firmware - All All All

Hardware Canon Ir2206if - All All All

Hardware Canon Ir2206if - All All All

Operating System Canon Ir2206if Firmware - All All All

Operating System Canon Ir2206if Firmware - All All All

Hardware Canon Ir2206n - All All All
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Hardware Canon Ir2206n - All All All

Hardware Canon Ir2206n - All All All

Operating System Canon Ir2206n Firmware - All All All

Operating System Canon Ir2206n Firmware - All All All

Hardware Canon Lbp113w - All All All

Hardware Canon Lbp113w - All All All

Operating System Canon Lbp113w Firmware - All All All

Operating System Canon Lbp113w Firmware - All All All

Hardware Canon Lbp151dw - All All All

Hardware Canon Lbp151dw - All All All

Operating System Canon Lbp151dw Firmware - All All All

Operating System Canon Lbp151dw Firmware - All All All

Hardware Canon Lbp162dw - All All All

Hardware Canon Lbp162dw - All All All

Operating System Canon Lbp162dw Firmware - All All All

Operating System Canon Lbp162dw Firmware - All All All

Hardware Canon Mf113w - All All All

Hardware Canon Mf113w - All All All

Operating System Canon Mf113w Firmware - All All All

Operating System Canon Mf113w Firmware - All All All

Hardware Canon Mf212w - All All All

Hardware Canon Mf212w - All All All

Operating System Canon Mf212w Firmware - All All All

Operating System Canon Mf212w Firmware - All All All

Hardware Canon Mf216n - All All All

Hardware Canon Mf216n - All All All

Operating System Canon Mf216n Firmware - All All All

Operating System Canon Mf216n Firmware - All All All

Hardware Canon Mf217w - All All All

Hardware Canon Mf217w - All All All

Operating System Canon Mf217w Firmware - All All All

Operating System Canon Mf217w Firmware - All All All

Hardware Canon Mf226dn - All All All

Hardware Canon Mf226dn - All All All

Operating System Canon Mf226dn Firmware - All All All

Operating System Canon Mf226dn Firmware - All All All
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Hardware Canon Mf229dw - All All All

Hardware Canon Mf229dw - All All All

Operating System Canon Mf229dw Firmware - All All All

Operating System Canon Mf229dw Firmware - All All All

Hardware Canon Mf231 - All All All

Hardware Canon Mf231 - All All All

Operating System Canon Mf231 Firmware - All All All

Operating System Canon Mf231 Firmware - All All All

Hardware Canon Mf232w - All All All

Hardware Canon Mf232w - All All All

Operating System Canon Mf232w Firmware - All All All

Operating System Canon Mf232w Firmware - All All All

Hardware Canon Mf237w - All All All

Hardware Canon Mf237w - All All All

Operating System Canon Mf237w Firmware 06.07 All All All

Operating System Canon Mf237w Firmware 06.07 All All All

Hardware Canon Mf244dw - All All All

Hardware Canon Mf244dw - All All All

Operating System Canon Mf244dw Firmware - All All All

Operating System Canon Mf244dw Firmware - All All All

Hardware Canon Mf247dw - All All All

Hardware Canon Mf247dw - All All All

Operating System Canon Mf247dw Firmware - All All All

Operating System Canon Mf247dw Firmware - All All All

Hardware Canon Mf249dw - All All All

Hardware Canon Mf249dw - All All All

Operating System Canon Mf249dw Firmware - All All All

Operating System Canon Mf249dw Firmware - All All All

Hardware Canon Mf264dw - All All All

Hardware Canon Mf264dw - All All All

Operating System Canon Mf264dw Firmware - All All All

Operating System Canon Mf264dw Firmware - All All All

Hardware Canon Mf267dw - All All All

Hardware Canon Mf267dw - All All All

Operating System Canon Mf267dw Firmware - All All All

Operating System Canon Mf267dw Firmware - All All All
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Operating System Canon Mf267dw Firmware - All All All

Hardware Canon Mf269dw - All All All

Hardware Canon Mf269dw - All All All

Operating System Canon Mf269dw Firmware - All All All

Operating System Canon Mf269dw Firmware - All All All

Hardware Canon Mf4570dn - All All All

Hardware Canon Mf4570dn - All All All

Operating System Canon Mf4570dn Firmware - All All All

Operating System Canon Mf4570dn Firmware - All All All

Hardware Canon Mf4580dn - All All All

Hardware Canon Mf4580dn - All All All

Operating System Canon Mf4580dn Firmware - All All All

Operating System Canon Mf4580dn Firmware - All All All

Hardware Canon Mf4780w - All All All

Hardware Canon Mf4780w - All All All

Operating System Canon Mf4780w Firmware - All All All

Operating System Canon Mf4780w Firmware - All All All

Hardware Canon Mf4870dn - All All All

Hardware Canon Mf4870dn - All All All

Operating System Canon Mf4870dn Firmware - All All All

Operating System Canon Mf4870dn Firmware - All All All

Hardware Canon Mf4890dw - All All All

Hardware Canon Mf4890dw - All All All

Operating System Canon Mf4890dw Firmware - All All All

Operating System Canon Mf4890dw Firmware - All All All

References

Reference Source Link Tags

Canon Product Security - Canon Europe CONFIRM www.canon-europe.com Vendor Advisory

Vulnerability Report CVE-2020-16849 MISC blog.scadafence.com Third Party Advisory

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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