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Summary

CVE CVE-2020-1700

State PUBLIC

Assigner secalert@redhat.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2020-02-07 21:15:00 UTC

Updated 2023-11-07 03:19:00 UTC

Description A flaw was found in the way the Ceph RGW Beast front-end handles unexpected disconnects. An authenticated attacker can abuse this flaw by making multiple disconnect attempts resulting in a permanent leak of a socket connection by radosgw. This flaw could lead to a denial of service condition by pile up of CLOSE_WAIT sockets, eventually leading to the exhaustion of available resources, preventing legitimate users from connecting to the system.

Risk And Classification

Problem Types: CWE-400

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Operating System Canonical Ubuntu Linux 18.04 All All All

Operating System Canonical Ubuntu Linux 19.10 All All All

Application Ceph Ceph - All All All

Application Ceph Ceph - All All All

Operating System Opensuse Leap 15.1 All All All

Operating System Opensuse Leap 15.1 All All All

Application Redhat Openshift Container Storage 4.2 All All All

Application Redhat Openshift Container Storage 4.2 All All All

References

Reference Source

[SECURITY] [DLA 3629-1] ceph security update MLIST

1791691 – (CVE-2020-1700) CVE-2020-1700 ceph: connection leak in the RGW Beast front-end permits a DoS against the RGW server CONFIRM

USN-4304-1: Ceph vulnerability | Ubuntu security notices | Ubuntu UBUNTU

[security-announce] openSUSE-SU-2020:0187-1: moderate: Security update f SUSE

CVE Program record CVE.ORG
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No vendor comments have been submitted for this CVE.

Legacy QID Mappings
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