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cssanvuachraLumisucHian  Gertain versions of Openshift Container Platform from Redhat contain
’ the following vulnerability:

It has been found that in openshift-enterprise version 3.11 and
openshift-enterprise versions 4.1 up to, including 4.3, multiple
containers modify the permissions of /etc/passwd to make them
modifiable by users other than root. An attacker with access to the
running container can exploit this to modify /etc/passwd to add a user
and escalate their privileges. This CVE is specific to the openshift/apb-tools-container.

AV

CVE-2020-1706 has been assigned by & secalert@redhat.com to track the vulnerability - currently rated as m severity.
Affected Vendor/Software: 4 Red Hat - openshift/apb-tools-container version = openshift-enterprise version 3.11

Affected Vendor/Software: 4 Red Hat - openshift/apb-tools-container version = from openshift-enterprise version 4.1 to,
including 4.3

| CVSSS3 Score: 7-HIGH

Attack Attack Privileges User

Vector Complexity Required Interaction
[ HIGH | [ NONE |

Scope Confidentiality Integrity Availability
Impact Impact Impact

CVSS2 Score: [44FEMEDIUM)
Access Access Authentication
Vector Complexity
[ NONE |
Confidentiality Integrity Availability

Impact Impact Impact



https://cve.report/
https://cve.report/CVE-2020-1706/mitre
https://cve.report/CVE-2020-1706/nist
https://cve.report/CVE-2020-1706/cve_org
https://cve.report/CVE-2020-1706.pdf
http://cve.report/software/redhat/openshift_container_platform
http://cve.report/vendor/redhat
http://cve.report/cvsscalc.php
http://cve.report/glossary/cvss-2-score-details/

CVE References

Description

Portal

Red Hat Customer Portal

comment@cve.report.

Red Hat Customer Portal - Access to 24x7 support and knowledge

1793302 — (CVE-2020-1706) CVE-2020-1706 openshift/apb-tools:
/etc/passwd is given incorrect privileges

Red Hat Customer Portal - Access to 24x7 support and knowledge

1793302 — (CVE-2020-1706) CVE-2020-1706 openshift/apb-tools:

/etc/passwd is given incorrect privileges

OpenShift Containers - Modification of /etc/passwd - Red Hat Customer

There are currently no QIDs associated with this CVE
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Redhat
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Redhat
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Redhat

Redhat
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Openshift Container Platform
Openshift Container Platform
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& MISC
access.redhat.com/articles/4859371
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No vendor comments have been submitted for this CVE
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