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Summary

CVE CVE-2020-1719

State PUBLIC

Assigner secalert@redhat.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2021-06-07 17:15:00 UTC

Updated 2021-06-16 15:17:00 UTC

Description A flaw was found in wildfly. The EJBContext principle is not popped back after invoking another EJB using a different Security Domain. The highest threat from this vulnerability is to data confidentiality and integrity. Versions before wildfly 20.0.0.Final are affected.

Risk And Classification

Problem Types: CWE-270

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Redhat Wildfly All All All All

References

Reference

1796617 – (CVE-2020-1719) CVE-2020-1719 Wildfly: EJBContext principal is not popped back after invoking another EJB using a different Security Domain

CVE Program record

NVD vulnerability detail

No vendor comments have been submitted for this CVE.

Legacy QID Mappings
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982210 Java (maven) Security Update for org.wildfly.bom:wildfly (GHSA-p9cf-qjxq-vxw6)
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