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CVE CVE-2020-1736
State PUBLIC
Assigner secalert@redhat.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2020-03-16 16:15:00 UTC
Updated 2023-11-07 03:19:00 UTC
Description A flaw was found in Ansible Engine when a file is moved using atomic_move primitive as the file mode cannot be specified.
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Risk And Classification

Problem Types: CWE-732

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Operating System Fedoraproject Fedora 31 All All All
Operating System Fedoraproject Fedora 32 All All All
Application Redhat Ansible All All All All
Application Redhat Ansible All All All All
Application Redhat Ansible All All All All
Application Redhat Ansible All All All All
Application Redhat Ansible Tower All All All All
Application Redhat Ansible Tower All All All All
Application Redhat Ansible Tower All All All All
Application Redhat Ansible Tower All All All All
Application Redhat Ansible Tower All All All All
Application Redhat Cloudforms Management Engine 5.0 All All All
Application Redhat Cloudforms Management Engine 5.0 All All All
Application Redhat Openstack 13 All All All
Application Redhat Openstack 13.0 All All All
Application Redhat Openstack 13.0 All All All
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Reference Source
[SECURITY] Fedora 32 Update: ansible-2.9.13-1.fc32 - package-announce - Fedora Mailing-Lists

[SECURITY] Fedora 32 Update: ansible-2.9.13-1.fc32 - package-announce - Fedora Mailing-Lists FEDORA
Ansible: Multiple vulnerabilities (GLSA 202006-11) — Gentoo security GENTOO
[SECURITY] Fedora 31 Update: ansible-2.9.12-1.fc31 - package-announce - Fedora Mailing-Lists

1802124 — (CVE-2020-1736) CVE-2020-1736 ansible: atomic_move primitive sets permissive permissions CONFIRM

The default permissions used by atomic_move can create files that are world readable - Issue #67794 - ansible/ansible - GitHub  CONFIRM

[SECURITY] Fedora 31 Update: ansible-2.9.12-1.fc31 - package-announce - Fedora Mailing-Lists FEDORA
CVE Program record CVE.ORG
NVD vulnerability detail NVD
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No vendor comments have been submitted for this CVE.

Legacy QID Mappings

356251 Amazon Linux Security Advisory for ansible : ALASANSIBLE2-2023-006
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