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Summary

CVE CVE-2020-17360

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2020-08-12 18:15:00 UTC

Updated 2023-11-07 03:19:00 UTC

Description ** UNSUPPORTED WHEN ASSIGNED ** An issue was discovered in ReadyTalk Avian 1.2.0. The vm::arrayCopy method defined in classpath-common.h contains multiple boundary checks that are performed to prevent out-of-bounds memory read/write. However, two of these boundary checks contain an integer overflow that leads to a bypass of these checks, and out-of-bounds read/write. NOTE: This vulnerability only affects products that are no longer supported by the maintainer.

Risk And Classification

Problem Types: CWE-125 | CWE-787 | CWE-190

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Readytalk Avian 1.2.0 All All All

Application Readytalk Avian 1.2.0 All All All

References

Reference Source Link Tags

Full Disclosure: Noise-Java AESGCMOnCtrCipherState.encryptWithAd() insufficient boundary checks FULLDISC seclists.org

Full Disclosure: Noise-Java AESGCMFallbackCipherState.encryptWithAd() insufficient boundary checks FULLDISC seclists.org

Full Disclosure: Noise-Java ChaChaPolyCipherState.encryptWithAd() insufficient boundary checks FULLDISC seclists.org

Full Disclosure: Avian JVM vm::arrayCopy() Multiple Integer Overflows MISC seclists.org Mailing List, Third Party Advisory

Issues · ReadyTalk/avian · GitHub MISC github.com Third Party Advisory

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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