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Summary

CVE CVE-2020-17504

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2021-01-08 18:15:00 UTC

Updated 2021-01-14 15:25:00 UTC

Description The NDN-210 has a web administration panel which is made available over https. There is a command injection issue that will allow authenticated users to the administration panel to perform authenticated remote code execution. An issue exists in ngpsystemcmd.php in which the http parameters "x_modules" and "y_modules" are not properly handled. The NDN-210 is part of Barco TransForm N solution and this vulnerability is patched from TransForm N version 3.8 onwards.

Risk And Classification

Problem Types: CWE-77

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Operating System Barco Transform N All All All All

Operating System Barco Transform N All All All All

Hardware Barco Transform Ndn-210 Lite - All All All

Hardware Barco Transform Ndn-210 Lite - All All All

Hardware Barco Transform Ndn-210 Pro - All All All

Hardware Barco Transform Ndn-210 Pro - All All All

Hardware Barco Transform Ndn-211 Lite - All All All

Hardware Barco Transform Ndn-211 Lite - All All All

Hardware Barco Transform Ndn-211 Pro - All All All

Hardware Barco Transform Ndn-211 Pro - All All All

References

Reference

TransForm N CMS - Product support - Barco

Knowledge Base - Authenticated remote code execution or Command injection vulnerability in Barco NDN-210/NDN-211 - KB11589 - Barco

TransForm N Management Server - Product support - Barco
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NVD vulnerability detail

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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