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CVE CVE-2020-17510
State PUBLIC
Assigner security@apache.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2020-11-05 21:15:00 UTC
Updated 2023-11-07 03:19:00 UTC
Description Apache Shiro before 1.7.0, when using Apache Shiro with Spring, a specially crafted HTTP request may cause an authentic

/ Ji

1|

Risk And Classification

Problem Types: CWE-287

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Apache Shiro All All All All

Application Apache Shiro All All All All

Operating System Debian Debian Linux 9.0 All All All
References |

Reference Source Link Tags

Pony Mail! lists.apache.org

Pony Mail! lists.apache.org

Pony Mail! lists.apache.org

Pony Mail! MLIST lists.apache.org

Pony Mail! MLIST lists.apache.org

[SECURITY] [DLA 2726-1] shiro security update MLIST lists.debian.org

Pony Mail! MLIST lists.apache.org Mailing List, Patch, Vendor Advisory

Pony Mail! lists.apache.org

Pony Mail! MLIST lists.apache.org Mailing List, Vendor Advisory

Pony Mail! lists.apache.org

Pony Mail! MLIST lists.apache.org Mailing List, Vendor Advisory



https://cve.report/
https://cve.report/CVE-2020-17510/mitre
https://cve.report/CVE-2020-17510/nist
https://cve.report/CVE-2020-17510/cve_org
https://cve.report/CVE-2020-17510.pdf
http://cve.report/vendor/apache
http://cve.report/software/apache/shiro
http://cve.report/vendor/apache
http://cve.report/software/apache/shiro
http://cve.report/vendor/debian
http://cve.report/software/debian/debian_linux
https://lists.apache.org/thread.html/r575301804bfac87a064359cf4b4ae9d514f2d10db7d44120765f4129%2540%253Cdev.shiro.apache.org%253E
https://lists.apache.org/thread.html/re25b8317b00a50272a7252c4552cf1a81a97984cc2111ef7728e48e0%2540%253Cdev.shiro.apache.org%253E
https://lists.apache.org/thread.html/rb47d88af224e396ee34ffb88ee99fb6d04510de5722cf14b7137e6bc%2540%253Cdev.shiro.apache.org%253E
https://lists.apache.org/thread.html/r852971e28f54cafa7d325bd7033115c67d613b112a2a1076817390ac@%253Cdev.shiro.apache.org%253E
https://lists.apache.org/thread.html/re25b8317b00a50272a7252c4552cf1a81a97984cc2111ef7728e48e0@%253Cdev.shiro.apache.org%253E
https://lists.debian.org/debian-lts-announce/2021/08/msg00002.html
https://lists.apache.org/thread.html/r70098e336d02047ce4d4e69293fe8d558cd68cde06f6430398959bc4@%253Cdev.shiro.apache.org%253E
https://lists.apache.org/thread.html/r70b907ccb306e9391145e2b10f56cc6914a245f91720a17a486c020a%2540%253Cdev.shiro.apache.org%253E
https://lists.apache.org/thread.html/rb47d88af224e396ee34ffb88ee99fb6d04510de5722cf14b7137e6bc@%253Cdev.shiro.apache.org%253E
https://lists.apache.org/thread.html/r70098e336d02047ce4d4e69293fe8d558cd68cde06f6430398959bc4%2540%253Cdev.shiro.apache.org%253E
https://lists.apache.org/thread.html/r95bdf3703858b5f958b5e190d747421771b430d97095880db91980d6@%253Cannounce.apache.org%253E

Pony Mail! MLIST lists.apache.org

Pony Mail! lists.apache.org

Pony Mail! MLIST lists.apache.org

Pony Mail! MISC lists.apache.org Mailing List, Vendor Advisory
Pony Mail! lists.apache.org

Pony Mail! lists.apache.org

Pony Mail! MLIST lists.apache.org Mailing List, Vendor Advisory
CVE Program record CVE.ORG WWWw.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

Legacy QID Mappings

178735 Debian Security Update for shiro (DLA 2726-1)

981373 Java (maven) Security Update for org.apache.shiro:shiro-spring (GHSA-7cj4-gj8m-m2f7)
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