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CVE CVE-2020-17511
State PUBLIC
Assigner security@apache.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2020-12-14 10:15:00 UTC
Updated 2020-12-15 15:48:00 UTC
Description In Airflow versions prior to 1.10.13, when creating a user using airflow CLI, the password gets logged in plain text in the Log

| 1|

Risk And Classification

Problem Types: CWE-312

NVD Known Affected Configurations (CPE 2.3)

Type
Application

Application

Product Version Update Edition Language
Airflow All All All All
Airflow All All All All

References

Reference
Pony Mail!

CVE Program record

NVD vulnerability detail

Source Link Tags

MISC lists.apache.org Mailing List, Third Party Advisory
CVE.ORG Www.cve.org canonical

NVD nvd.nist.gov canonical, analysis

Vendor Comments And Credit

Discovery Credit

LEGACY: Ali Al-Habsi of Accellion

Legacy QID Mappings

375949 Apache AirFlow Prior to 1.10.13 Security Update

983244 Python (pip) Security Update for apache-airflow (GHSA-cvcq-gmc3-g6m8)
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