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avssanvnncurnursceuiuan— Gertain versions of Airflow from Apache contain the following
: vulnerability:

The "origin" parameter passed to some of the endpoints like '/trigger’
was vulnerable to XSS exploit. This issue affects Apache Airflow
versions prior to 1.10.13. This is same as CVE-2020-13944 but the
implemented fix in Airflow 1.10.13 did not fix the issue completely.

CVE-2020-17515 has been assigned by / security@apache.org to track the vulnerability - currently rated as severity.

Affected Vendor/Software: / Apache Software Foundation - Apache Airflow version < 1.10.13

CVSS3 Score: ~6.1-MEDIUM

Attack Attack Privileges User

Vector Complexity Required Interaction
NETWORK Low [ NONE |

Scope Confidentiality Integrity Availability

Impact Impact Impact

NN |
CVSS2 Score: [#SEMEDIUM)

Access Access Authentication

Vector Complexity

[ NONE |

Confidentiality Integrity Availability

Impact Impact Impact

[ (e

| CVE References

Description Tags Link
Pony Mail! / MLIST [airflow-users] 20201211 CVE-2020-17515: Apache
Airflow Reflected XSS via Origin Parameter


https://cve.report/
https://cve.report/CVE-2020-17515/mitre
https://cve.report/CVE-2020-17515/nist
https://cve.report/CVE-2020-17515/cve_org
https://cve.report/CVE-2020-17515.pdf
http://cve.report/software/apache/airflow
http://cve.report/vendor/apache
http://cve.report/cvsscalc.php
http://cve.report/glossary/cvss-2-score-details/
http://cve.report/glossary/common-cve-tag-descriptions/
https://lists.apache.org/thread.html/r4656959c8ed06c1f6202d89aa4e67b35ad7bdba5a666caff3fea888e@%253Cusers.airflow.apache.org%253E

lists.apache.org
text/html

Pony Mail! lists.apache.org / MLIST [announce] 20210501 Apache Airflow CVE: CVE-
text/html 2021-28359: Apache Airflow Reflected XSS via Origin Query
Argument in URL

Pony Mail! Mailing List / MLIST [airflow-dev] 20201211 Apache Airflow Security
Vendor Advisory Vulnerabilities fixed in v1.10.13: CVE-2020-17515
lists.apache.org
text/html

Pony Mail! Issue Tracking / MLIST [airflow-users] 20201211 Apache Airflow Security
Mailing List Vulnerabilities fixed in v1.10.13: CVE-2020-17515
Vendor Advisory
lists.apache.org

text/html
oss-security - CVE-2021-28359: Apache Airflow TR « > MLIST [oss-security] 20210501 CVE-2021-28359: Apache
Reflected XSS via Origin Query Argument in URL text/html Airflow Reflected XSS via Origin Query Argument in URL

Pony Mail! Mailing List / MLIST [announce] 20201211 Apache Airflow Security
Vendor Advisory Vulnerabilities fixed in v1.10.13: CVE-2020-17515
lists.apache.org
text/html

Pony Mail! lists.apache.org / MLIST [airflow-users] 20210501 CVE-2021-28359: Apache
text/html Airflow Reflected XSS via Origin Query Argument in URL

oss-security - CVE-2020-17515: Apache Airflow Mailing List ¢ > MLIST [oss-security] 20201211 CVE-2020-17515: Apache
Reflected XSS via Origin Parameter Vendor Advisory Airflow Reflected XSS via Origin Parameter

www.openwall.com

text/html

By selecting these links, you may be leaving CVEreport webspace. We have provided these links to other websites because they may have information that
would be of interest to you. No inferences should be drawn on account of other sites being referenced, or not, from this page. There may be other websites that
are more appropriate for your purpose. CVEreport does not necessarily endorse the views expressed, or concur with the facts presented on these sites. Further,
CVEreport does not endorse any commercial products that may be mentioned on these sites. Please address comments about any linked pages to
comment@cve.report.

Related QID Numbers

982683 Python (pip) Security Update for apache-airflow (GHSA-86vp-x3pr-79rx)

| Known Affected Configurations (CPE V2.3)

Type Vendor Product Version Update Edition Language
Application Apache Airflow All All All All
Application Apache Airflow All All All All

LRk ak kR Rk k.

cpe:2.3:a:apache:airflow:*:*:** "%
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https://lists.apache.org/thread.html/r2892ef594dbbf54d0939b808626f52f7c2d1584f8aa1d81570847d2a@%253Cusers.airflow.apache.org%253E
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Severity: ?? | The "origin" parameter passed to some of... | CVE-2020-17515 | Link for more: 2022-08-06
@RemotelyAlerts  alerts.remotelyrmm.com/CVE-2020-17515 05:29:23
@Har_sia CVE-2020-17515 har-sia.info/CVE-2020-17515... #Harsialnfo 2022-08-08
07:02:05
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