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Summary

CVE CVE-2020-17517

State PUBLIC

Assigner security@apache.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2021-04-27 09:15:00 UTC

Updated 2022-08-05 17:12:00 UTC

Description The S3 buckets and keys in a secure Apache Ozone Cluster must be inaccessible to anonymous access by default. The current security vulnerability allows access to keys and buckets through a curl command or an unauthenticated HTTP request. This enables unauthorized access to buckets and keys thereby exposing data to anonymous clients or users. This affected Apache Ozone prior to the 1.1.0 release.

Risk And Classification

Problem Types: CWE-306

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Apache Ozone All All All All

References

Reference Source Link

Pony Mail! MISC lists.apache.org

Remove extra data included by mistake from tool by iamamoose · Pull Request #1455 · CVEProject/cvelist · GitHub MISC github.com

oss-security - CVE-2020-17517: Apache Ozone: Ozone S3 Gateway allows bucket and key access to non authenticated users MLIST www.openwall.com

Pony Mail! MLIST lists.apache.org

CVE Program record CVE.ORG www.cve.org

NVD vulnerability detail NVD nvd.nist.gov

Vendor Comments And Credit

Discovery Credit

LEGACY: Apache Ozone would like to thank Kota Uenishi for reporting this issue.

There are currently no legacy QID mappings associated with this CVE.
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