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CVE CVE-2020-17519
State PUBLIC
Assigner security@apache.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2021-01-05 12:15:00 UTC
Updated 2023-11-07 03:19:00 UTC
Description A change introduced in Apache Flink 1.11.0 (and released in 1.11.1 and 1.11.2 as well) allows attackers to read any file on

/ |

Risk And Classification

EPSS: 0.943310000 probability, percentile 0.999550000 (date 2026-05-15)

CISA KEV: Listed on 2024-05-23; due 2024-06-13; ransomware use Unknown
Problem Types: CWE-552

CISA Known Exploited Vulnerability

Vendor Apache

Product Flink

Name Apache Flink Improper Access Control Vulnerability

Required Action Apply mitigations per vendor instructions or discontinue use of the product if mitigations are unavailable.
Notes This vulnerability affects a common open-source component, third-party library, or a protocol used by

different products. Please check with specific vendors for information on patching status. For more
information, please see: https:/lists.apache.org/thread/typOh03zyfrzjginb7plh64df1g2383d;
https://nvd.nist.gov/vuln/detail/CVE-2020-17519

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Apache Flink All All All All

Reference Source Link
Pony Mail! lists.apacl

Pony Mail! MLIST lists.apacl



https://cve.report/
https://cve.report/CVE-2020-17519/mitre
https://cve.report/CVE-2020-17519/nist
https://cve.report/CVE-2020-17519/cve_org
https://cve.report/api/cve/CVE-2020-17519.json
https://cve.report/CVE-2020-17519.pdf
http://cve.report/vendor/apache
http://cve.report/software/apache/flink
https://lists.apache.org/thread.html/r0a433be10676f4fe97ca423d08f914e0ead341c901216f292d2bbe83%2540%253Cissues.flink.apache.org%253E
https://lists.apache.org/thread.html/r88b55f3ebf1f8f4e1cc61f030252aaef4b77060b56557a243abb92a1@%253Cissues.flink.apache.org%253E
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Discovery Credit
LEGACY: Orich1 of Ant Security FG Lab


https://lists.apache.org/thread.html/r1125f3044a0946d1e7e6f125a6170b58d413ebd4a95157e4608041c7@%253Cannounce.apache.org%253E
https://lists.apache.org/thread.html/r28f17e564950d663e68cc6fe75756012dda62ac623766bb9bc5e7034@%253Cissues.flink.apache.org%253E
https://lists.apache.org/thread.html/r88b55f3ebf1f8f4e1cc61f030252aaef4b77060b56557a243abb92a1%2540%253Cissues.flink.apache.org%253E
https://lists.apache.org/thread.html/r2fc60b30557e4a537c2a6293023049bd1c49fd92b518309aa85a0398@%253Cissues.flink.apache.org%253E
https://lists.apache.org/thread.html/r26fcdd4fe288323006253437ebc4dd6fdfadfb5e93465a0e4f68420d@%253Cuser-zh.flink.apache.org%253E
https://lists.apache.org/thread.html/r0a433be10676f4fe97ca423d08f914e0ead341c901216f292d2bbe83@%253Cissues.flink.apache.org%253E
https://lists.apache.org/thread.html/r4e1b72bfa789ea5bc20b8afe56119200ed25bdab0eb80d664fa5bfe2%2540%253Cdev.flink.apache.org%253E
https://lists.apache.org/thread.html/ra8c96bf3ccb4e491f9ce87ba35f134b4449beb2a38d1ce28fd89001f%2540%253Cdev.flink.apache.org%253E
http://www.openwall.com/lists/oss-security/2021/01/05/2
https://lists.apache.org/thread.html/r28f17e564950d663e68cc6fe75756012dda62ac623766bb9bc5e7034%2540%253Cissues.flink.apache.org%253E
https://lists.apache.org/thread.html/r6843202556a6d0bce9607ebc02e303f68fc88e9038235598bde3b50d@%253Cuser.flink.apache.org%253E
https://lists.apache.org/thread.html/r229167538863518738e02f4c1c5a8bb34c1d45dadcc97adf6676b0c1@%253Cdev.flink.apache.org%253E
http://packetstormsecurity.com/files/160849/Apache-Flink-1.11.0-Arbitrary-File-Read-Directory-Traversal.html
https://lists.apache.org/thread.html/r88f427865fb6aa6e6378efe07632a1906b430365e15e3b9621aabe1d@%253Cissues.flink.apache.org%253E
https://lists.apache.org/thread.html/ra8c96bf3ccb4e491f9ce87ba35f134b4449beb2a38d1ce28fd89001f@%253Cdev.flink.apache.org%253E
https://lists.apache.org/thread.html/r6843202556a6d0bce9607ebc02e303f68fc88e9038235598bde3b50d@%253Cdev.flink.apache.org%253E
https://lists.apache.org/thread.html/r6843202556a6d0bce9607ebc02e303f68fc88e9038235598bde3b50d%2540%253Cannounce.apache.org%253E
https://lists.apache.org/thread.html/r1125f3044a0946d1e7e6f125a6170b58d413ebd4a95157e4608041c7%2540%253Cannounce.apache.org%253E
https://lists.apache.org/thread.html/r6843202556a6d0bce9607ebc02e303f68fc88e9038235598bde3b50d%2540%253Cuser.flink.apache.org%253E
https://lists.apache.org/thread.html/r26fcdd4fe288323006253437ebc4dd6fdfadfb5e93465a0e4f68420d%2540%253Cuser-zh.flink.apache.org%253E
https://lists.apache.org/thread.html/r90890afea72a9571d666820b2fe5942a0a5f86be406fa31da3dd0922%2540%253Cannounce.apache.org%253E
https://lists.apache.org/thread.html/r6843202556a6d0bce9607ebc02e303f68fc88e9038235598bde3b50d%2540%253Cdev.flink.apache.org%253E
https://lists.apache.org/thread.html/r6843202556a6d0bce9607ebc02e303f68fc88e9038235598bde3b50d@%253Cannounce.apache.org%253E
https://lists.apache.org/thread.html/r88f427865fb6aa6e6378efe07632a1906b430365e15e3b9621aabe1d%2540%253Cissues.flink.apache.org%253E
https://lists.apache.org/thread.html/r90890afea72a9571d666820b2fe5942a0a5f86be406fa31da3dd0922@%253Cannounce.apache.org%253E
https://lists.apache.org/thread.html/r4e1b72bfa789ea5bc20b8afe56119200ed25bdab0eb80d664fa5bfe2@%253Cdev.flink.apache.org%253E
https://lists.apache.org/thread.html/r229167538863518738e02f4c1c5a8bb34c1d45dadcc97adf6676b0c1%2540%253Cdev.flink.apache.org%253E
https://lists.apache.org/thread.html/r2fc60b30557e4a537c2a6293023049bd1c49fd92b518309aa85a0398%2540%253Cissues.flink.apache.org%253E
https://www.cve.org/CVERecord?id=CVE-2020-17519
https://nvd.nist.gov/vuln/detail/CVE-2020-17519
https://www.cisa.gov/known-exploited-vulnerabilities-catalog

Legacy QID Mappings

730426 Apache Flink Arbitrary File Read Vulnerability

982928 Java (maven) Security Update for org.apache.flink:flink-runtime_2.12 (GHSA-395w-ghqr-9fr6)
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