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Summary

CVE CVE-2020-17521

State PUBLIC

Assigner security@apache.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2020-12-07 20:15:00 UTC

Updated 2023-11-07 03:19:00 UTC

Description Apache Groovy provides extension methods to aid with creating temporary directories. Prior to this fix, Groovy's implementation of those extension methods was using a now superseded Java JDK method call that is potentially not secure on some operating systems in some contexts. Users not using the extension methods mentioned in the advisory are not affected, but may wish to read the advisory for further details. Versions Affected: 2.0 to 2.4.20, 2.5.0 to 2.5.13, 3.0.0 to 3.0.6, and 4.0.0-alpha-1. Fixed in versions 2.4.21, 2.5.14, 3.0.7, 4.0.0-alpha-2.

Risk And Classification

Problem Types: NVD-CWE-Other

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Apache Atlas 2.1.0 - All All

Application Apache Groovy 4.0.0 alpha1 All All

Application Apache Groovy 4.0.0 alpha1 All All

Application Apache Groovy All All All All

Application Apache Groovy All All All All

Application Apache Groovy All All All All

Application Netapp Snapcenter - All All All

Application Netapp Snapcenter - All All All

Application Oracle Agile Engineering Data Management 6.2.1.0 All All All

Application Oracle Agile Plm 9.3.3 All All All

Application Oracle Agile Plm 9.3.6 All All All

Application Oracle Agile Plm Mcad Connector 3.4 All All All

Application Oracle Agile Plm Mcad Connector 3.6 All All All

Application Oracle Business Process Management Suite 12.2.1.3.0 All All All

Application Oracle Business Process Management Suite 12.2.1.4.0 All All All

Application Oracle Communications Brm - Elastic Charging Engine 11.3.0.9.0 All All All

Application Oracle Communications Brm - Elastic Charging Engine 12.0.0.3 All All All
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Application Oracle Communications Brm - Elastic Charging Engine 12.0.0.3 All All All

Application Oracle Communications Diameter Signaling Router 8.4.0.0 All All All

Application Oracle Communications Evolved Communications Application Server 7.1 All All All

Application Oracle Communications Services Gatekeeper 6.0 All All All

Application Oracle Communications Services Gatekeeper 6.1 All All All

Application Oracle Communications Services Gatekeeper 7.0 All All All

Application Oracle Healthcare Data Repository 7.0.2 All All All

Application Oracle Hospitality Opera 5 5.6 All All All

Application Oracle Ilearning 6.2 All All All

Application Oracle Ilearning 6.3 All All All

Application Oracle Insurance Policy Administration All All All All

Application Oracle Jd Edwards Enterpriseone Orchestrator 9.2.6.0 All All All

Application Oracle Primavera Gateway All All All All

Application Oracle Primavera Unifier 16.1 All All All

Application Oracle Primavera Unifier 16.2 All All All

Application Oracle Primavera Unifier 18.8 All All All

Application Oracle Primavera Unifier 19.12 All All All

Application Oracle Primavera Unifier 20.12 All All All

Application Oracle Primavera Unifier All All All All

Application Oracle Retail Bulk Data Integration 15.0.3.0 All All All

Application Oracle Retail Bulk Data Integration 16.0.3.0 All All All

Application Oracle Retail Bulk Data Integration 15.0.3.0 All All All

Application Oracle Retail Bulk Data Integration 16.0.3.0 All All All

Application Oracle Retail Merchandising System 16.0.3 All All All

Application Oracle Retail Store Inventory Management 14.1.3.10 All All All

Application Oracle Retail Store Inventory Management 15.0.3.5 All All All

Application Oracle Retail Store Inventory Management 16.0.3.5 All All All
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CVE Program record

NVD vulnerability detail

No vendor comments have been submitted for this CVE.

Legacy QID Mappings
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CVE.report and Source URL Uptime Status status.cve.report

750450 OpenSUSE Security Update for groovy (openSUSE-SU-2020:2367-1)

87524 Oracle WebLogic Server Multiple Vulnerabilities (CPUOCT2022)

980330 Java (maven) Security Update for org.codehaus.groovy:groovy (GHSA-rcjj-h6gh-jf3r)
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