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CVE CVE-2020-17526
State PUBLIC
Assigner security@apache.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2020-12-21 17:15:00 UTC
Updated 2023-11-07 03:19:00 UTC
Description Incorrect Session Validation in Apache Airflow Webserver versions prior to 1.10.14 with default config allows a malicious ail
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Risk And Classification

Problem Types: NVD-CWE-noinfo

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Apache Airflow All All All All

Application Apache Airflow All All All All

Reference Source Link
Pony Mail! MLIST lists.apac
oss-security - CVE-2020-17526: Apache Airflow Incorrect Session Validation in Airflow Webserver with default config MLIST www.ope
Pony Mail! MISC lists.apac
[announce] 20210623 Success at Apache: Security in Practice lists.apac
CVE Program record CVE.ORG www.cve
NVD vulnerability detail NVD nvd.nist.c
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Vendor Comments And Credit

Discovery Credit

LEGACY: Junghan Lee of Deliveryhero Korea Security Team

Legacy QID Mappings


https://cve.report/
https://cve.report/CVE-2020-17526/mitre
https://cve.report/CVE-2020-17526/nist
https://cve.report/CVE-2020-17526/cve_org
https://cve.report/CVE-2020-17526.pdf
http://cve.report/vendor/apache
http://cve.report/software/apache/airflow
http://cve.report/vendor/apache
http://cve.report/software/apache/airflow
https://lists.apache.org/thread.html/r466759f377651f0a690475d5a52564d0e786e82c08d5a5730a4f8352@%253Cannounce.apache.org%253E
http://www.openwall.com/lists/oss-security/2020/12/21/1
https://lists.apache.org/thread.html/rbeeb73a6c741f2f9200d83b9c2220610da314810c4e8c9cf881d47ef%2540%253Cusers.airflow.apache.org%253E
https://lists.apache.org/thread.html/r466759f377651f0a690475d5a52564d0e786e82c08d5a5730a4f8352%2540%253Cannounce.apache.org%253E
https://www.cve.org/CVERecord?id=CVE-2020-17526
https://nvd.nist.gov/vuln/detail/CVE-2020-17526

377697 FortiAnalyzer - Multiple Vulnerabilities in Apache Airflow (FG-IR-22-008)

43935 FortiAnalyzer - Multiple vulnerabilities in Apache Airflow (FG-IR-22-008)

982027 Python (pip) Security Update for apache-airflow (GHSA-7mx5-x372-xh87)
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