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CVE CVE-2020-17527
State PUBLIC
Assigner security@apache.org

Source Priority CVE Program / NVD first with legacy fallback
Published 2020-12-03 19:15:00 UTC
Updated 2023-11-07 03:19:00 UTC

Description While investigating bug 64830 it was discovered that Apache Tomcat 10.0.0-M1 to 10.0.0-M9, 9.0.0-M1 t0 9.0.39 and 8.5.0
i

/ |

Risk And Classification

Problem Types: CWE-200

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Lanc
Application Apache Tomcat 10.0.0 milestone1 All All
Application Apache Tomcat 10.0.0 milestone2  All All
Application Apache Tomcat 10.0.0 milestone3  All All
Application Apache Tomcat 10.0.0 milestone4  All All
Application Apache Tomcat 10.0.0 milestone5  All All
Application Apache Tomcat 10.0.0 milestone6  All All
Application Apache Tomcat 10.0.0 milestone7  All All
Application Apache Tomcat 10.0.0 milestone8  All All
Application Apache Tomcat 10.0.0 milestone9  All All
Application Apache Tomcat 9.0.0 milestone10  All All
Application Apache Tomcat 9.0.0 milestone11  All All
Application Apache Tomcat 9.0.0 milestone12 All All
Application Apache Tomcat 9.0.0 milestone13 All All
Application Apache Tomcat 9.0.0 milestone14  All All
Application Apache Tomcat 9.0.0 milestone15 All All
Application Apache Tomcat 9.0.0 milestone16 All All
Application Apache Tomcat 9.0.0 milestone17  All All
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[SECURITY] [DLA 2495-1] tomcat8 security update

Apache Tomcat: Information disclosure (GLSA 202012-23) — Gentoo security

Oracle Critical Patch Update Advisory - April 2022

Oracle Critical Patch Update Advisory - July 2021

Oracle Critical Patch Update Advisory - January 2022

Debian -- Security Information -- DSA-4835-1 tomcat9

[tomcat-dev] 20210114 svn commit: r1885488 - in /tomcat/site/trunk: docs/security-10.html docs/security-7.html docs/security-8.html docs/seci
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CVE-2020-17527 Apache Tomcat Vulnerability in NetApp Products | NetApp Product Security
oss-security - [SECURITY] CVE-2020-17527 Apache Tomcat HTTP/2 Request header mix-up
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Oracle Critical Patch Update Advisory - April 2021
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CVE Program record

NVD vulnerability detail
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No vendor comments have been submitted for this CVE.

Legacy QID Mappings

198724 Ubuntu Security Notification for Tomcat Vulnerabilities (USN-5360-1)

20215 Oracle Database 19c Critical Patch Update - April 2021

20216 Oracle Database 18c Critical Patch Update - April 2021

20275 Oracle Database 18c Critical OJVM Patch Update - April 2021

20278 Oracle Database 19c Critical OJVM Patch Update - April 2021

239735 Red Hat Update for red hat jposs web server 5.4.1 (RHSA-2021:0494)

356178 Amazon Linux Security Advisory for tomcat : ALASTOMCAT8.5-2023-010
750427 OpenSUSE Security Update for tomcat (openSUSE-SU-2021:0081-1)

750441 OpenSUSE Security Update for tomcat (openSUSE-SU-2021:0043-1)

901682 Common Base Linux Mariner (CBL-Mariner) Security Update for tomcat (7384)

901917 Common Base Linux Mariner (CBL-Mariner) Security Update for tomcat (6909)

© CVE.report 2026 |
Use of this information constitutes acceptance for use in an AS IS condition. There are NO warranties, implied or otherwise, with regard to
this information or its use. Any use of this information is at the user's risk. It is the responsibility of user to evaluate the accuracy,
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completeness or usefulness of any information, opinion, advice or other content. EACH USER WILL BE SOLELY RESPONSIBLE FOR ANY
consequences of his or her direct or indirect use of this web site. ALL WARRANTIES OF ANY KIND ARE EXPRESSLY DISCLAIMED. This
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