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Summary

CVE CVE-2020-17527

State PUBLIC

Assigner security@apache.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2020-12-03 19:15:00 UTC

Updated 2023-11-07 03:19:00 UTC

Description While investigating bug 64830 it was discovered that Apache Tomcat 10.0.0-M1 to 10.0.0-M9, 9.0.0-M1 to 9.0.39 and 8.5.0 to 8.5.59 could re-use an HTTP request header value from the previous stream received on an HTTP/2 connection for the request associated with the subsequent stream. While this would most likely lead to an error and the closure of the HTTP/2 connection, it is possible that information could leak between requests.

Risk And Classification

Problem Types: CWE-200

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Apache Tomcat 10.0.0 milestone1 All All

Application Apache Tomcat 10.0.0 milestone2 All All

Application Apache Tomcat 10.0.0 milestone3 All All

Application Apache Tomcat 10.0.0 milestone4 All All

Application Apache Tomcat 10.0.0 milestone5 All All

Application Apache Tomcat 10.0.0 milestone6 All All

Application Apache Tomcat 10.0.0 milestone7 All All

Application Apache Tomcat 10.0.0 milestone8 All All

Application Apache Tomcat 10.0.0 milestone9 All All

Application Apache Tomcat 9.0.0 milestone10 All All

Application Apache Tomcat 9.0.0 milestone11 All All

Application Apache Tomcat 9.0.0 milestone12 All All

Application Apache Tomcat 9.0.0 milestone13 All All

Application Apache Tomcat 9.0.0 milestone14 All All

Application Apache Tomcat 9.0.0 milestone15 All All

Application Apache Tomcat 9.0.0 milestone16 All All

Application Apache Tomcat 9.0.0 milestone17 All All
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Application Apache Tomcat 9.0.0 milestone17 All All

Application Apache Tomcat 9.0.0 milestone18 All All

Application Apache Tomcat 9.0.0 milestone19 All All

Application Apache Tomcat 9.0.0 milestone20 All All

Application Apache Tomcat 9.0.0 milestone21 All All

Application Apache Tomcat 9.0.0 milestone22 All All

Application Apache Tomcat 9.0.0 milestone23 All All

Application Apache Tomcat 9.0.0 milestone24 All All

Application Apache Tomcat 9.0.0 milestone25 All All

Application Apache Tomcat 9.0.0 milestone26 All All

Application Apache Tomcat 9.0.0 milestone27 All All

Application Apache Tomcat 9.0.0 milestone5 All All

Application Apache Tomcat 9.0.0 milestone6 All All

Application Apache Tomcat 9.0.0 milestone7 All All

Application Apache Tomcat 9.0.0 milestone8 All All

Application Apache Tomcat 9.0.0 milestone9 All All

Application Apache Tomcat 9.0.35-3.39.1 All All All

Application Apache Tomcat 9.0.35-3.57.3 All All All

Application Apache Tomcat 9.0.36 All All All

Application Apache Tomcat 9.0.37 All All All

Application Apache Tomcat 9.0.38 All All All

Application Apache Tomcat 9.0.39 All All All

Application Apache Tomcat 10.0.0 milestone1 All All

Application Apache Tomcat 10.0.0 milestone2 All All

Application Apache Tomcat 10.0.0 milestone3 All All

Application Apache Tomcat 10.0.0 milestone4 All All

Application Apache Tomcat 10.0.0 milestone5 All All

Application Apache Tomcat 10.0.0 milestone6 All All

Application Apache Tomcat 10.0.0 milestone7 All All

Application Apache Tomcat 10.0.0 milestone8 All All

Application Apache Tomcat 10.0.0 milestone9 All All

Application Apache Tomcat 9.0.0 milestone10 All All

Application Apache Tomcat 9.0.0 milestone11 All All

Application Apache Tomcat 9.0.0 milestone12 All All

Application Apache Tomcat 9.0.0 milestone13 All All

Application Apache Tomcat 9.0.0 milestone14 All All
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Application Apache Tomcat 9.0.0 milestone15 All All

Application Apache Tomcat 9.0.0 milestone16 All All

Application Apache Tomcat 9.0.0 milestone17 All All

Application Apache Tomcat 9.0.0 milestone18 All All

Application Apache Tomcat 9.0.0 milestone19 All All

Application Apache Tomcat 9.0.0 milestone20 All All

Application Apache Tomcat 9.0.0 milestone21 All All

Application Apache Tomcat 9.0.0 milestone22 All All

Application Apache Tomcat 9.0.0 milestone23 All All

Application Apache Tomcat 9.0.0 milestone24 All All

Application Apache Tomcat 9.0.0 milestone25 All All

Application Apache Tomcat 9.0.0 milestone26 All All

Application Apache Tomcat 9.0.0 milestone27 All All

Application Apache Tomcat 9.0.0 milestone5 All All

Application Apache Tomcat 9.0.0 milestone6 All All

Application Apache Tomcat 9.0.0 milestone7 All All

Application Apache Tomcat 9.0.0 milestone8 All All

Application Apache Tomcat 9.0.0 milestone9 All All

Application Apache Tomcat 9.0.35-3.39.1 All All All

Application Apache Tomcat 9.0.35-3.57.3 All All All

Application Apache Tomcat 9.0.36 All All All

Application Apache Tomcat 9.0.37 All All All

Application Apache Tomcat 9.0.38 All All All

Application Apache Tomcat 9.0.39 All All All

Application Apache Tomcat All All All All

Application Apache Tomcat All All All All

Operating System Debian Debian Linux 10.0 All All All

Operating System Debian Debian Linux 9.0 All All All

Application Netapp Element Plug-in - All All All

Application Netapp Oncommand System Manager All All All All

Application Oracle Blockchain Platform All All All All

Application Oracle Communications Cloud Native Core Binding Support Function 1.10.0 All All All

Application Oracle Communications Cloud Native Core Policy 1.14.0 All All All

Application Oracle Communications Instant Messaging Server 10.0.1.5.0 All All All

Application Oracle Instantis Enterprisetrack 17.1 All All All

Application Oracle Instantis Enterprisetrack 17.2 All All All
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Application Oracle Instantis Enterprisetrack 17.2 All All All

Application Oracle Instantis Enterprisetrack 17.3 All All All

Application Oracle Mysql Enterprise Monitor All All All All

Application Oracle Sd-wan Edge 9.0 All All All

Application Oracle Workload Manager 18c All All All

Application Oracle Workload Manager 19c All All All
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CVE-2020-17527 Apache Tomcat Vulnerability in NetApp Products | NetApp Product Security

oss-security - [SECURITY] CVE-2020-17527 Apache Tomcat HTTP/2 Request header mix-up
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Oracle Critical Patch Update Advisory - April 2021
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CVE Program record

NVD vulnerability detail

No vendor comments have been submitted for this CVE.

Legacy QID Mappings

© CVE.report 2026 |
Use of this information constitutes acceptance for use in an AS IS condition. There are NO warranties, implied or otherwise, with regard to
this information or its use. Any use of this information is at the user's risk. It is the responsibility of user to evaluate the accuracy,

198724 Ubuntu Security Notification for Tomcat Vulnerabilities (USN-5360-1)

20215 Oracle Database 19c Critical Patch Update - April 2021

20216 Oracle Database 18c Critical Patch Update - April 2021

20275 Oracle Database 18c Critical OJVM Patch Update - April 2021

20278 Oracle Database 19c Critical OJVM Patch Update - April 2021

239735 Red Hat Update for red hat jboss web server 5.4.1 (RHSA-2021:0494)

356178 Amazon Linux Security Advisory for tomcat : ALASTOMCAT8.5-2023-010

750427 OpenSUSE Security Update for tomcat (openSUSE-SU-2021:0081-1)

750441 OpenSUSE Security Update for tomcat (openSUSE-SU-2021:0043-1)

901682 Common Base Linux Mariner (CBL-Mariner) Security Update for tomcat (7384)

901917 Common Base Linux Mariner (CBL-Mariner) Security Update for tomcat (6909)
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