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A security flaw was found in Ansible Engine, all Ansible 2.7.x versions prior to 2.7.17, all Ansible 2.8.x versions prior to 2.8.'
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Problem Types: CWE-200 | CWE-532 | CWE-214

NVD Known Affected Configurations (CPE 2.3)

Type

Operating System
Operating System
Operating System
Operating System
Application
Application
Application
Application
Application
Application

Application

Application

References

Vendor
Debian
Fedoraproject
Fedoraproject
Fedoraproject
Redhat
Redhat
Redhat
Redhat
Redhat
Redhat
Redhat

Redhat

Product
Debian Linux
Fedora

Fedora

Fedora
Ansible Engine
Ansible Engine
Ansible Engine
Ansible Engine
Ansible Tower
Ansible Tower
Ansible Tower

Ansible Tower

Version

10.0

30

31

32

All

All

All

All

All

All

All

All

Update
All
All
All
All
All
All
All
All
All
All
All

All

Edition

All

All

All

All

All

All

All

All

All

All

All

All

Language
All
All
All
All
All
All
All
All
All
All
All

All

Reference

[SECURITY] Fedora 32 Update: ansible-2.9.7-1.fc32 - package-announce - Fedora Mailing-Lists

Source

FEDOR

warn about disclosure when using certain options by bcoca - Pull Request #51 - ansible-collections/community.kubernetes - GitHub  CONFIF
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[SECURITY] Fedora 30 Update: ansible-2.9.7-1.fc30 - package-announce - Fedora Mailing-Lists FEDOR.
[SECURITY] Fedora 32 Update: ansible-2.9.7-1.fc32 - package-announce - Fedora Mailing-Lists
Ansible: Multiple vulnerabilities (GLSA 202006-11) — Gentoo security GENTO
1811008 — (CVE-2020-1753) CVE-2020-1753 Ansible: kubectl connection plugin leaks sensitive information CONFIF
[SECURITY] Fedora 30 Update: ansible-2.9.7-1.fc30 - package-announce - Fedora Mailing-Lists
Debian -- Security Information -- DSA-4950-1 ansible DEBIAN
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CVE Program record CVE.OF

NVD vulnerability detail NVD

1

No vendor comments have been submitted for this CVE.

Legacy QID Mappings

178744 Debian Security Update for ansible (DSA 4950-1)
356226 Amazon Linux Security Advisory for ansible : ALASANSIBLE2-2023-008

981407 Python (pip) Security Update for ansible (GHSA-86hp-cj9j-33vv)
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