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Summary

CVE CVE-2020-1757

State PUBLIC

Assigner secalert@redhat.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2020-04-21 17:15:00 UTC

Updated 2020-04-30 15:55:00 UTC

Description A flaw was found in all undertow-2.x.x SP1 versions prior to undertow-2.0.30.SP1, all undertow-1.x.x and undertow-2.x.x versions prior to undertow-2.1.0.Final, where the Servlet container causes servletPath to normalize incorrectly by truncating the path after semicolon which may lead to an application mapping resulting in the security bypass.

Risk And Classification

Problem Types: CWE-20

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Redhat Jboss Data Grid 7.0.0 All All All

Application Redhat Jboss Data Grid 7.0.0 All All All

Application Redhat Jboss Enterprise Application Platform 7.0.0 All All All

Application Redhat Jboss Enterprise Application Platform 7.0.0 All All All

Application Redhat Jboss Fuse 6.0.0 All All All

Application Redhat Jboss Fuse 7.0.0 All All All

Application Redhat Jboss Fuse 6.0.0 All All All

Application Redhat Jboss Fuse 7.0.0 All All All

Application Redhat Openshift Application Runtimes - All All All

Application Redhat Openshift Application Runtimes - All All All

Application Redhat Single Sign-on 7.0 All All All

Application Redhat Single Sign-on 7.0 All All All

Application Redhat Undertow All All All All

Application Redhat Undertow 2.0.0 sp1 All All

Application Redhat Undertow 2.0.25 sp1 All All

Application Redhat Undertow 2.0.26 sp3 All All

Application Redhat Undertow 2.0.28 sp1 All All
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Application Redhat Undertow 2.0.28 sp1 All All

Application Redhat Undertow 2.0.28 sp2 All All

Application Redhat Undertow All All All All

Application Redhat Undertow 2.0.0 sp1 All All

Application Redhat Undertow 2.0.25 sp1 All All

Application Redhat Undertow 2.0.26 sp3 All All

Application Redhat Undertow 2.0.28 sp1 All All

Application Redhat Undertow 2.0.28 sp2 All All
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1752770 – (CVE-2020-1757) CVE-2020-1757 undertow: servletPath is normalized incorrectly leading to dangerous application mapping which could result in security bypass

CVE Program record

NVD vulnerability detail

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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