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Description A flaw was found in the Ceph Object Gateway, where it supports request sent by an anonymous user in Amazon S3. This fl
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Risk And Classification

Problem Types: CWE-79

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Operating System Canonical Ubuntu Linux 16.04 All All All
Operating System Canonical Ubuntu Linux 18.04 All All All
Operating System Debian Debian Linux 9.0 All All All
Operating System Fedoraproject Fedora 31 All All All
Application Linuxfoundation Ceph All All All All
Application Linuxfoundation Ceph - All All All
Application Linuxfoundation Ceph - All All All
Application Redhat Ceph Storage 3.0 All All All
Application Redhat Ceph Storage 4.0 All All All
Application Redhat Ceph Storage 3.0 All All All
Application Redhat Ceph Storage 4.0 All All All
Application Redhat Openshift Container Platform 4.2 All All All
Application Redhat Openshift Container Platform 4.2 All All All
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No vendor comments have been submitted for this CVE.
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Legacy QID Mappings

178752 Debian Security Update for ceph (DLA 2735-1)

500847 Alpine Linux Security Update for ceph

502824 Alpine Linux Security Update for ceph16

6000278 Debian Security Update for ceph (DLA 3629-1)

670565 EulerOS Security Update for ceph-common (EulerOS-SA-2021-2322)

671233 EulerOS Security Update for ceph-common (EulerOS-SA-2022-1157)

671605 EulerOS Security Update for ceph (EulerOS-SA-2022-1558)

710075 Gentoo Linux Ceph Multiple vulnerabilities (GLSA 202105-39)
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