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CVE CVE-2020-1771
State PUBLIC
Assigner security@otrs.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2020-03-27 13:15:00 UTC
Updated 2023-08-31 03:15:00 UTC
Description Attacker is able craft an article with a link to the customer address book with malicious content (JavaScript). When agent of

1|

Risk And Classification

Problem Types: CWE-79

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Application Oftrs Otrs All All All All
Application Otrs Otrs All All All All
Application Oftrs Otrs All All All All

References |
Reference Source Link Tags
[security-announce] openSUSE-SU-2020:1475-1: moderate: Recommended updat ~ SUSE lists.opensuse.org
[security-announce] openSUSE-SU-2020:0551-1: moderate: Recommended updat ~ SUSE lists.opensuse.org
[SECURITY] [DLA 3551-1] otrs2 security update MLIST lists.debian.org
OTRS Security Advisory 2020-08 | OTRS MISC otrs.com Vendor Advisory
[security-announce] openSUSE-SU-2020:1509-1: moderate: Recommended updat ~ SUSE lists.opensuse.org
CVE Program record CVE.ORG www.cve.org canonical
NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

Vendor Comments And Credit

Discovery Credit
LEGACY: Christoph Wuetschner


https://cve.report/
https://cve.report/CVE-2020-1771/mitre
https://cve.report/CVE-2020-1771/nist
https://cve.report/CVE-2020-1771/cve_org
https://cve.report/CVE-2020-1771.pdf
http://cve.report/vendor/otrs
http://cve.report/software/otrs/otrs
http://cve.report/vendor/otrs
http://cve.report/software/otrs/otrs
http://cve.report/vendor/otrs
http://cve.report/software/otrs/otrs
http://lists.opensuse.org/opensuse-security-announce/2020-09/msg00066.html
http://lists.opensuse.org/opensuse-security-announce/2020-04/msg00038.html
https://lists.debian.org/debian-lts-announce/2023/08/msg00040.html
https://otrs.com/release-notes/otrs-security-advisory-2020-08/
http://lists.opensuse.org/opensuse-security-announce/2020-09/msg00077.html
https://www.cve.org/CVERecord?id=CVE-2020-1771
https://nvd.nist.gov/vuln/detail/CVE-2020-1771

Legacy QID Mappings

6000085 Debian Security Update for otrs2 (DLA 3551-1)
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consequences of his or her direct or indirect use of this web site. ALL WARRANTIES OF ANY KIND ARE EXPRESSLY DISCLAIMED. This
site will NOT BE LIABLE FOR ANY DIRECT, INDIRECT or any other kind of loss.
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