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Description

/

CVE CVE-2020-19186
State PUBLIC
Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback
2023-08-22 19:15:00 UTC

2023-12-13 01:15:00 UTC

Risk And Classification

Buffer Overflow vulnerability in _nc_find_entry function in tinfo/comp_hash.c:66 in ncurses 6.1 allows remote attackers to c:

1|

Problem Types: CWE-787

NVD Known Affected Configurations (CPE 2.3)

Type Vendor
Application Gnu
Application Netapp

Product Version Update
Ncurses 6.1 All
Active Ig Unified Manager - All

Edition Language
All All
All All

References

Reference

CVE Program record

NVD vulnerability detail

/

Source

global-buffer-overflow, _nc_find_entry, tinfo/comp_hash.c:66, ncurses 6.1 MISC
About the security content of macOS Ventura 13.6.3 - Apple Support

August 2023 GNU Ncurses Vulnerabilities in NetApp Products | NetApp Product Security CONFIRM
Full Disclosure: APPLE-SA-12-11-2023-6 macOS Monterey 12.7.2

About the security content of macOS Sonoma 14.2 - Apple Support

Full Disclosure: APPLE-SA-12-11-2023-5 macOS Ventura 13.6.3

About the security content of macOS Monterey 12.7.2 - Apple Support

Full Disclosure: APPLE-SA-12-11-2023-4 macOS Sonoma 14.2

CVE.ORG

NVD

Link Tags
github.com

support.apple.com
security.netapp.com

seclists.org

support.apple.com

seclists.org

support.apple.com

seclists.org

canonical

www.cve.org

nvd.nist.gov canonical, ane

No vendor comments have been submitted for this CVE.
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http://cve.report/vendor/gnu
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http://cve.report/software/netapp/active_iq_unified_manager
https://github.com/zjuchenyuan/fuzzpoc/blob/master/infotocap_poc2.md
https://support.apple.com/kb/HT214038
https://security.netapp.com/advisory/ntap-20231006-0005/
http://seclists.org/fulldisclosure/2023/Dec/11
https://support.apple.com/kb/HT214036
http://seclists.org/fulldisclosure/2023/Dec/10
https://support.apple.com/kb/HT214037
http://seclists.org/fulldisclosure/2023/Dec/9
https://www.cve.org/CVERecord?id=CVE-2020-19186
https://nvd.nist.gov/vuln/detail/CVE-2020-19186

Legacy QID Mappings |

379124 Apple macOS Ventura 13.6.3 Not Installed (HT214038)
379125 Apple macOS Sonoma 14.2 Not Installed (HT214036)

379126 Apple macOS Monterey 12.7.2 Not Installed (HT214037)
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