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CVE CVE-2020-19203
State PUBLIC
Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2021-07-12 16:15:00 UTC
Updated 2022-05-13 17:36:00 UTC
Description An authenticated Cross-Site Scripting (XSS) vulnerability was found in widgets/widgets/wake_on_lan_widget.php, a compo
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Risk And Classification

Problem Types: CWE-79

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Application Netgate Pfsense All All All All
Application Netgate Pfsense 244 - All All
Application Netgate Pfsense 244 p1 All All
Application Netgate Pfsense 244 p2 All All
Application Pfsense Pfsense 244 p2 All All
Reference Source Link Tags
Download pfSense Community Edition MISC www.pfsense.org

Releases — 2.4.4-p3 New Features and Changes | pfSense Documentation MISC docs.netgate.com
Authenticated Stored XSS in pfSense 2.4.4-p2 - GitHub MISC gist.github.com
www.netgate.com/assets/downloads/advisories/pfSense-SA-19_04.webgui.asc MISC www.netgate.com

CVE Program record CVE.ORG www.cve.org canonical
NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.
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There are currently no legacy QID mappings associated with this CVE.
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