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Summary

CVE CVE-2020-1927

State PUBLIC

Assigner security@apache.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2020-04-02 00:15:00 UTC

Updated 2023-11-07 03:19:00 UTC

Description In Apache HTTP Server 2.4.0 to 2.4.41, redirects configured with mod_rewrite that were intended to be self-referential might be fooled by encoded newlines and redirect instead to an an unexpected URL within the request URL.

Risk And Classification

Problem Types: CWE-601

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Apache Http Server All All All All

Operating System Broadcom Brocade Fabric Operating System - All All All

Operating System Canonical Ubuntu Linux 16.04 All All All

Operating System Canonical Ubuntu Linux 18.04 All All All

Operating System Canonical Ubuntu Linux 20.04 All All All

Operating System Debian Debian Linux 10.0 All All All

Operating System Debian Debian Linux 9.0 All All All

Operating System Fedoraproject Fedora 31 All All All

Operating System Fedoraproject Fedora 32 All All All

Application Netapp Oncommand Unified Manager Core Package - All All All

Operating System Opensuse Leap 15.1 All All All

Application Oracle Communications Element Manager 8.1.1 All All All

Application Oracle Communications Element Manager 8.2.0 All All All

Application Oracle Communications Element Manager 8.2.1 All All All

Application Oracle Communications Session Report Manager 8.1.1 All All All

Application Oracle Communications Session Report Manager 8.2.0 All All All

Application Oracle Communications Session Report Manager 8.2.1 All All All
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Application Oracle Communications Session Report Manager 8.2.1 All All All

Application Oracle Communications Session Route Manager 8.1.1 All All All

Application Oracle Communications Session Route Manager 8.2.0 All All All

Application Oracle Communications Session Route Manager 8.2.1 All All All

Application Oracle Enterprise Manager Ops Center 12.4.0.0 All All All

Application Oracle Instantis Enterprisetrack All All All All

Application Oracle Sd-wan Aware 8.2 All All All

Application Oracle Zfs Storage Appliance Kit 8.8 All All All
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CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

Legacy QID Mappings

178701 Debian Security Update for apache2 (DLA 2706-1)

296074 Oracle Solaris 11.4 Support Repository Update (SRU) 22.69.4 Missing (CPUAPR2020)

375774 F5 BIG-IP Application Security Manager(ASM), Local Traffic Manager(LTM),Access Policy Manager(APM) Apache HTTPD
Vulnerability (K23153696)

376737 Oracle Hypertext Transfer Protocol Server (HTTP Server) Multiple Vulnerabilities (CPUJUL2022)

376838 IBM Hypertext Transfer Protocol (HTTP) Server Multiple Vulnerabilities (6191631)

377378 Alibaba Cloud Linux Security Update for httpd:2.4 (ALINUX3-SA-2022:0017)

377516 Alibaba Cloud Linux Security Update for httpd (ALINUX2-SA-2020:0165)

500019 Alpine Linux Security Update for apache2

503710 Alpine Linux Security Update for apache2
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940248 AlmaLinux Security Update for httpd:2.4 (ALSA-2020:4751)
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