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CVE CVE-2020-1935
State PUBLIC
Assigner security@apache.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2020-02-24 22:15:00 UTC
Updated 2023-11-07 03:19:00 UTC
Description In Apache Tomcat 9.0.0.M1 to0 9.0.30, 8.5.0 to 8.5.50 and 7.0.0 to 7.0.99 the HTTP header parsing code used an approach

/ ]
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Risk And Classification

Problem Types: CWE-444

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Application Apache Tomcat 9.0.0 - All All
Application Apache Tomcat 9.0.0 milestone1 All All
Application Apache Tomcat 9.0.0 milestone10  All All
Application Apache Tomcat 9.0.0 milestone11 All All
Application Apache Tomcat 9.0.0 milestone12  All All
Application Apache Tomcat 9.0.0 milestone13  All All
Application Apache Tomcat 9.0.0 milestone14  All All
Application Apache Tomcat 9.0.0 milestone15  All All
Application Apache Tomcat 9.0.0 milestone16  All All
Application Apache Tomcat 9.0.0 milestone17  All All
Application Apache Tomcat 9.0.0 milestone18  All All
Application Apache Tomcat 9.0.0 milestone19  All All
Application Apache Tomcat 9.0.0 milestone?2 All All
Application Apache Tomcat 9.0.0 milestone20  All All
Application Apache Tomcat 9.0.0 milestone21 All All
Application Apache Tomcat 9.0.0 milestone22  All All
Application Apache Tomcat 9.0.0 milestone23  All All
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Oracle Critical Patch Update Advisory - July 2020

February 2020 Apache Tomcat Vulnerabilities in NetApp Products | NetApp Product Security

Source

MLIST

CONFIRM

MLIST

MISC

Link

lists.apache.org
lists.apache.org
lists.apache.org

lists.apache.org

security.netapp.com

lists.apache.org

www.oracle.com

Tags

Mailing Lis

Third Part
Mailing Lis

Patch, Thi


http://cve.report/vendor/oracle
http://cve.report/software/oracle/communications_element_manager
http://cve.report/vendor/oracle
http://cve.report/software/oracle/communications_element_manager
http://cve.report/vendor/oracle
http://cve.report/software/oracle/communications_instant_messaging_server
http://cve.report/vendor/oracle
http://cve.report/software/oracle/communications_instant_messaging_server
http://cve.report/vendor/oracle
http://cve.report/software/oracle/health_sciences_empirica_inspections
http://cve.report/vendor/oracle
http://cve.report/software/oracle/health_sciences_empirica_signal
http://cve.report/vendor/oracle
http://cve.report/software/oracle/health_sciences_empirica_signal
http://cve.report/vendor/oracle
http://cve.report/software/oracle/hospitality_guest_access
http://cve.report/vendor/oracle
http://cve.report/software/oracle/hospitality_guest_access
http://cve.report/vendor/oracle
http://cve.report/software/oracle/hospitality_guest_access
http://cve.report/vendor/oracle
http://cve.report/software/oracle/hospitality_guest_access
http://cve.report/vendor/oracle
http://cve.report/software/oracle/hyperion_infrastructure_technology
http://cve.report/vendor/oracle
http://cve.report/software/oracle/instantis_enterprisetrack
http://cve.report/vendor/oracle
http://cve.report/software/oracle/mysql_enterprise_monitor
http://cve.report/vendor/oracle
http://cve.report/software/oracle/mysql_enterprise_monitor
http://cve.report/vendor/oracle
http://cve.report/software/oracle/retail_order_broker
http://cve.report/vendor/oracle
http://cve.report/software/oracle/siebel_ui_framework
http://cve.report/vendor/oracle
http://cve.report/software/oracle/siebel_ui_framework
http://cve.report/vendor/oracle
http://cve.report/software/oracle/transportation_management
http://cve.report/vendor/oracle
http://cve.report/software/oracle/transportation_management
http://cve.report/vendor/oracle
http://cve.report/software/oracle/workload_manager
http://cve.report/vendor/oracle
http://cve.report/software/oracle/workload_manager
http://cve.report/vendor/oracle
http://cve.report/software/oracle/workload_manager
http://cve.report/vendor/oracle
http://cve.report/software/oracle/workload_manager
http://cve.report/vendor/oracle
http://cve.report/software/oracle/workload_manager
http://cve.report/vendor/oracle
http://cve.report/software/oracle/workload_manager
https://lists.apache.org/thread.html/r9ce7918faf347e7aac32be930bf26c233b0b140fe37af0bb294158b6%2540%253Cdev.tomcat.apache.org%253E
https://lists.apache.org/thread.html/r441c1f30a252bf14b07396286f6abd8089ce4240e91323211f1a2d75%2540%253Cusers.tomcat.apache.org%253E
https://lists.apache.org/thread.html/r441c1f30a252bf14b07396286f6abd8089ce4240e91323211f1a2d75@%253Cusers.tomcat.apache.org%253E
https://lists.apache.org/thread.html/r660cd379afe346f10d72c0eaa8459ccc95d83aff181671b7e9076919%2540%253Cusers.tomcat.apache.org%253E
https://security.netapp.com/advisory/ntap-20200327-0005/
https://lists.apache.org/thread.html/r660cd379afe346f10d72c0eaa8459ccc95d83aff181671b7e9076919@%253Cusers.tomcat.apache.org%253E
https://www.oracle.com/security-alerts/cpujul2020.html

Pony Mail!

Pony Mail!

[SECURITY] [DLA 2133-1] tomcat7 security update
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Debian -- Security Information -- DSA-4673-1 tomcat8
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[SECURITY] [DLA 2209-1] tomcat8 security update
Debian -- Security Information -- DSA-4680-1 tomcat9
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USN-4448-1: Tomcat vulnerabilities | Ubuntu security notices | Ubuntu
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Oracle Critical Patch Update Advisory - January 2021
CVE Program record

NVD vulnerability detail

L]

[security-announce] openSUSE-SU-2020:0345-1: important: Security update
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canonical
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No vendor comments have been submitted for this CVE.

Legacy QID Mappings

239181 Red Hat Update for tomcat (RHSA-2021:1030)

352290 Amazon Linux Security Update for tomcat7: AL2012-2021-331

355839 Amazon Linux Security Advisory for tomcat : ALAS2-2023-2216

356190 Amazon Linux Security Advisory for tomcat : ALASTOMCAT8.5-2023-012

377471 Alibaba Cloud Linux Security Update for tomcat (ALINUX2-SA-2020:0180)

378206 Virtuozzo Linux Security Update for tomcat (VZLSA-2020:5020)

730112 Atlassian Jira Component Apache Tomcat Hypertext Transfer Protocol (HTTP) Request Smuggling Vulnerability (JRASERVER-

70993)
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https://lists.apache.org/thread.html/rd547be0c9d821b4b1000a694b8e58ef9f5e2d66db03a31dfe77c4b18@%253Cusers.tomcat.apache.org%253E
https://lists.apache.org/thread.html/r7bc994c965a34876bd94d5ff15b4e1e30b6220a15eb9b47c81915b78%2540%253Ccommits.tomee.apache.org%253E
https://lists.apache.org/thread.html/ra5dee390ad2d60307b8362505c059cd6a726de4d146d63dfce1e05e7%2540%253Cusers.tomcat.apache.org%253E
https://www.oracle.com/security-alerts/cpujan2021.html
https://www.cve.org/CVERecord?id=CVE-2020-1935
https://nvd.nist.gov/vuln/detail/CVE-2020-1935
http://cve.report/qid/239181
http://cve.report/qid/352290
http://cve.report/qid/355839
http://cve.report/qid/356190
http://cve.report/qid/377471
http://cve.report/qid/378206
http://cve.report/qid/730112

730434 Update TITLE manually (JRASERVER-70487)

730441 Atlassian Jira Local Privilege Escalation Vulnerability (JRASERVER-70487)
730449 (JRASERVER-70487)

730510 Atlassian Jira Remote Code Execution (RCE) Vulnerability (JRASERVER-73223)
940348 AlmalLinux Security Update for pki-core:10.6 and pki-deps:10.6 (ALSA-2020:4847)

981584 Java (maven) Security Update for org.apache.tomcat:tomcat (GHSA-qxf4-chvg-4r8r)
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