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Summary

CVE CVE-2020-1936

State PUBLIC

Assigner security@apache.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2021-03-02 09:15:00 UTC

Updated 2021-03-10 14:26:00 UTC

Description A cross-site scripting issue was found in Apache Ambari Views. This was addressed in Apache Ambari 2.7.4.

Risk And Classification

Problem Types: CWE-79

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Apache Ambari All All All All

Application Apache Ambari All All All All

References

Reference Source Link Tags

Pony Mail! CONFIRM lists.apache.org Mailing List, Vendor Advisory

oss-security - CVE-2020-1936: Stored XSS in Apache Ambari MLIST www.openwall.com Mailing List, Third Party Advisory

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

Vendor Comments And Credit

Discovery Credit

LEGACY: Apache Ambari would like to thank Krzysztof Przybylski from STM Solutions

Legacy QID Mappings

375562 Apache Ambari Cross-Site Scripting Vulnerability

https://cve.report/
https://cve.report/CVE-2020-1936/mitre
https://cve.report/CVE-2020-1936/nist
https://cve.report/CVE-2020-1936/cve_org
https://cve.report/CVE-2020-1936.pdf
http://cve.report/vendor/apache
http://cve.report/software/apache/ambari
http://cve.report/vendor/apache
http://cve.report/software/apache/ambari
https://lists.apache.org/thread.html/946a9d72e664ad8bc592168d9a2fed88100c6e9f1bdfea08e91a3184%2540%253Cuser.ambari.apache.org%253E
http://www.openwall.com/lists/oss-security/2021/03/02/1
https://www.cve.org/CVERecord?id=CVE-2020-1936
https://nvd.nist.gov/vuln/detail/CVE-2020-1936
http://cve.report/qid/375562
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