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Summary

CVE CVE-2020-1954

State PUBLIC

Assigner security@apache.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2020-04-01 21:15:00 UTC

Updated 2023-11-07 03:19:00 UTC

Description Apache CXF has the ability to integrate with JMX by registering an InstrumentationManager extension with the CXF bus. If the ‘createMBServerConnectorFactory‘ property of the default InstrumentationManagerImpl is not disabled, then it is vulnerable to a man-in-the-middle (MITM) style attack. An attacker on the same host can connect to the registry and rebind the entry to another server, thus acting as a proxy to the original. They are then able to gain access to all of the information that is sent and received over JMX.

Risk And Classification

Problem Types: NVD-CWE-noinfo

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Apache Cxf All All All All

Application Apache Cxf All All All All

Application Netapp Oncommand Workflow Automation - All All All

Application Netapp Snapmanager - All All All

Application Oracle Communications Diameter Signaling Router All All All All

Application Oracle Communications Diameter Signaling Router Idih All All All

Application Oracle Communications Element Manager All All All All

Application Oracle Communications Session Report Manager All All All All

Application Oracle Communications Session Route Manager All All All All

Application Oracle Enterprise Manager Base Platform 13.2.1.0 All All All

Application Oracle Peoplesoft Enterprise Peopletools 8.56 All All All
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CVE Program record

NVD vulnerability detail

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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