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Apache Kylin 2.3.0, and releases up to 2.6.5 and 3.0.1 has some restful apis which will concatenate os command with the L

Risk And Classification

Problem Types: CWE-78

CISA Known Exploited Vulnerability
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Notes

NVD Known Affected Configurations (CPE 2.3)
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Application
Application
Application
Application
Application
Application

Application

Application

Vendor
Apache
Apache
Apache
Apache
Apache
Apache
Apache

Apache

Apache

Kylin

Apache Kylin OS Command Injection Vulnerability

Apply updates per vendor instructions.

https://nvd.nist.gov/vuln/detail/CVE-2020-1956
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Kylin
Kylin
Kylin
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alpha2
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EPSS: 0.938840000 probability, percentile 0.998700000 (date 2026-04-01)
CISA KEV: Listed on 2022-03-25; due 2022-04-15; ransomware use Unknown
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No vendor comments have been submitted for this CVE.

Legacy QID Mappings

730430 Apache Kylin Command Injection Vulnerability

980737 Java (maven) Security Update for org.apache.kylin:kylin-core-common (GHSA-gprm-xqgrc-c2j3)
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