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Summary

CVE CVE-2020-1963

State PUBLIC

Assigner security@apache.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2020-06-03 13:15:00 UTC

Updated 2023-11-07 03:19:00 UTC

Description Apache Ignite uses H2 database to build SQL distributed execution engine. H2 provides SQL functions which could be used by attacker to access to a filesystem.

Risk And Classification

Problem Types: CWE-862

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Apache Ignite All All All All

References

Reference Source Link Tags

Pony Mail! MLIST lists.apache.org Mailing List, Vendor Advisory

Pony Mail! lists.apache.org

Pony Mail! lists.apache.org

Pony Mail! lists.apache.org

Pony Mail! MLIST lists.apache.org

Oracle Critical Patch Update Advisory - January 2022 MISC www.oracle.com

Pony Mail! lists.apache.org

Pony Mail! lists.apache.org

oss-security - [CVE-2020-1963] Apache Ignite access to file system disclosure vulnerability MLIST www.openwall.com Mailing List, Third Party Advisory

Pony Mail! lists.apache.org

Pony Mail! MISC lists.apache.org Mailing List, Vendor Advisory

Pony Mail! MLIST lists.apache.org

Pony Mail! MLIST lists.apache.org Mailing List, Vendor Advisory

https://cve.report/
https://cve.report/CVE-2020-1963/mitre
https://cve.report/CVE-2020-1963/nist
https://cve.report/CVE-2020-1963/cve_org
https://cve.report/CVE-2020-1963.pdf
http://cve.report/vendor/apache
http://cve.report/software/apache/ignite
https://lists.apache.org/thread.html/rdf37011b92a31a67c299ff45655e2638f194fc814e5c6e2fde352884@%253Cuser.ignite.apache.org%253E
https://lists.apache.org/thread.html/rdf37011b92a31a67c299ff45655e2638f194fc814e5c6e2fde352884%2540%253Cdev.ignite.apache.org%253E
https://lists.apache.org/thread.html/rdf37011b92a31a67c299ff45655e2638f194fc814e5c6e2fde352884%2540%253Cuser.ignite.apache.org%253E
https://lists.apache.org/thread.html/rd43ae18588fd7bdb375be63bc95a651aab319ced6306759e1237ce67%2540%253Cdev.ignite.apache.org%253E
https://lists.apache.org/thread.html/r119024ef71c8d39f952df0950a275d09714715179aff544aea0129a3@%253Cuser.ignite.apache.org%253E
https://www.oracle.com/security-alerts/cpujan2022.html
https://lists.apache.org/thread.html/re7b43cf8333ee30b6589e465f72a6ed4a082222612d1a0fdd30beb94%2540%253Cuser.ignite.apache.org%253E
https://lists.apache.org/thread.html/r119024ef71c8d39f952df0950a275d09714715179aff544aea0129a3%2540%253Cuser.ignite.apache.org%253E
http://www.openwall.com/lists/oss-security/2020/06/03/2
https://lists.apache.org/thread.html/rf032a13a4711f88c0a2c0734eecbee1026cc1b6cde27d16a653f8755%2540%253Cdev.ignite.apache.org%253E
https://lists.apache.org/thread.html/r1933faf8a26c431f38a5f8dbbfab80254454e54e33a79be474b67dc4%2540%253Cdev.ignite.apache.org%253E
https://lists.apache.org/thread.html/re7b43cf8333ee30b6589e465f72a6ed4a082222612d1a0fdd30beb94@%253Cdev.ignite.apache.org%253E
https://lists.apache.org/thread.html/rdf37011b92a31a67c299ff45655e2638f194fc814e5c6e2fde352884@%253Cdev.ignite.apache.org%253E


Pony Mail! MLIST lists.apache.org

Pony Mail! MLIST lists.apache.org

Pony Mail! lists.apache.org

Pony Mail! MLIST lists.apache.org

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

Legacy QID Mappings
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981884 Java (maven) Security Update for org.apache.ignite:ignite-core (GHSA-5wm5-8q42-rhxg)
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