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CVE CVE-2020-1967
State PUBLIC
Assigner openssl-security@openssl.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2020-04-21 14:15:00 UTC
Updated 2023-11-07 03:19:00 UTC
Description Server or client applications that call the SSL_check_chain() function during or after a TLS 1.3 handshake may crash due tc

/ |

1|

Risk And Classification

Problem Types: CWE-476

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Operating System Broadcom Fabric Operating System - All All All
Operating System Debian Debian Linux 10.0 All All All
Operating System Debian Debian Linux 9.0 All All All
Operating System Debian Debian Linux 10.0 All All All
Operating System Debian Debian Linux 9.0 All All All
Operating System Fedoraproject  Fedora 30 All All All
Operating System Fedoraproject  Fedora 31 All All All
Operating System Fedoraproject  Fedora 32 All All All
Operating System Fedoraproject  Fedora 30 All All All
Operating System Fedoraproject  Fedora 31 All All All
Operating System Fedoraproject  Fedora 32 All All All
Operating System Freebsd Freebsd 12.1 - All All
Operating System Freebsd Freebsd 12.1 - All All
Application Jdedwards Enterpriseone All All All All
Application Jdedwards Enterpriseone All All All All
Application Netapp Active Ig Unified Manager All All All All
Application Netapp Active la Unified Manager All All All All
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Application Oracle Mysql Connectors All All All All
Application Oracle Mysql Enterprise Monitor All All All All
Application Oracle Mysql Enterprise Monitor All All All All
Application Oracle Mysql Workbench All All All All
Application Oracle Peoplesoft Enterprise Peopletools 8.56 All All All
Application Oracle Peoplesoft Enterprise Peopletools 8.57 All All All
Application Oracle Peoplesoft Enterprise Peopletools 8.58 All All All
Application Oracle Peoplesoft Enterprise Peopletools 8.59 All All All
Application Oracle Peoplesoft Enterprise Peopletools 8.56 All All All
Application Oracle Peoplesoft Enterprise Peopletools 8.57 All All All
Application Oracle Peoplesoft Enterprise Peopletools 8.58 All All All
Application Tenable Log Correlation Engine All All All All
Reference Source
OpenSSL: Multiple vulnerabilities (GLSA 202004-10) — Gentoo security GENTOO
[SECURITY] Fedora 32 Update: openssl-1.1.1g-1.fc32 - package-announce - Fedora Mailing-Lists

[SECURITY] Fedora 31 Update: openssl-1.1.1g-1.fc31 - package-announce - Fedora Mailing-Lists FEDORA
Pony Mail! MLIST
[SECURITY] Fedora 31 Update: openssl-1.1.1g-1.fc31 - package-announce - Fedora Mailing-Lists

July 2020 MySQL Vulnerabilities in NetApp Products | NetApp Product Security CONFIRM
Oracle Critical Patch Update Advisory - July 2020 MISC
[security-announce] openSUSE-SU-2020:0945-1: moderate: Security update f SUSE
Pony Mail!

Oracle Critical Patch Update Advisory - October 2020 MISC
Oracle Critical Patch Update Advisory - July 2021 N/A

[R1] Tenable.sc 5.17.0 Fixes Multiple Vulnerabilities - Security Advisory | Tenable® CONFIRM
[SECURITY] Fedora 30 Update: openssl-1.1.1g-1.fc30 - package-announce - Fedora Mailing-Lists FEDORA
Oracle Critical Patch Update Advisory - October 2021 MISC

[R1] LCE 6.0.9 Fixes Multiple Third-party Vulnerabilities - Security Advisory | Tenable® CONFIRM
OpenSSL signature_algorithms_cert Denial Of Service ~ Packet Storm MISC
Pony Mail!

www.openssl.org/news/secadv/20200421 .txt CONFIRM
CVE-2020-1967 OpenSSL Vulnerability in NetApp Products | NetApp Product Security CONFIRM
Full Disclosure: CVE-2020-1967: proving sigalg '= NULL FULLDISC
Pony Mail!
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https://www.openssl.org/news/secadv/20200421.txt
https://security.netapp.com/advisory/ntap-20200424-0003/
http://seclists.org/fulldisclosure/2020/May/5
https://lists.apache.org/thread.html/r94d6ac3f010a38fccf4f432b12180a13fa1cf303559bd805648c9064%2540%253Cdev.tomcat.apache.org%253E

[R1] Nessus Agent 7.6.3 Fixes Multiple Third-party Vulnerabilities - Security Advisory | Tenable®
FreeBSD-SA-20:11

git.openssl.org Git - openssl.git/commitdiff

[SECURITY] Fedora 30 Update: openssl-1.1.1g-1.fc30 - package-announce - Fedora Mailing-Lists
Synology Inc.

GitHub - irsl/CVE-2020-1967: Proof of concept exploit about OpenSSL signature_algorithms_cert DoS flaw (CVE-2020-1967)
Synology Inc.

[SECURITY] Fedora 32 Update: openssl-1.1.1g-1.fc32 - package-announce - Fedora Mailing-Lists

[R1] Nessus Network Monitor 5.11.1 Fixes One Third-party Vulnerability - Security Advisory | Tenable®
Public KB - SA44440 - April 21 2020 OpenSSL Security Advisory

[security-announce] openSUSE-SU-2020:0933-1: moderate: Security update f

Pony Mail!

oss-security - [CVE-2020-1967] OpenSSL 1.1.1d+ Segmentation fault in SSL_check_chain

Oracle Critical Patch Update Advisory - April 2021

git.openssl.org Git - openssl.git/commitdiff

Oracle Critical Patch Update Advisory - January 2021

Debian -- Security Information -- DSA-4661-1 openssl

Pony Mail!

CVE Program record

NVD vulnerability detail
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Vendor Comments And Credit

CONFIRM

FREEBSD

CONFIRM

CONFIRM

MISC

CONFIRM

FEDORA

CONFIRM

CONFIRM

SUSE

MLIST

MLIST

MISC

MISC

DEBIAN

MLIST

CVE.ORG

NVD

;Wﬁ
R |

Discovery Credit
LEGACY: Bernd Edlinger

| Legacy QID Mappings

296072 Oracle Solaris 11.4 Support Repository Update (SRU) 25.75.3 Missing (CPUJUL2020)

375970 Oracle PeopleSoft Enterprise PeopleTools Product Multiple Vulnerabilities (CPUOCT2021)

500495 Alpine Linux Security Update for Open Secure Sockets Layer (OpenSSL)

500563 Alpine Linux Security Update for Open Secure Sockets Layer (OpenSSL)

500762 Alpine Linux Security Update for openssl|

501162 Alpine Linux Security Update for openssl|

501981 Alpine Linux Security Update for Open Secure Sockets Layer3 (OpenSSL3)
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https://www.synology.com/security/advisory/Synology_SA_20_05
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502900 Alpine Linux Security Update for openssl1.1-compat
504254 Alpine Linux Security Update for openssl|

690571 Free Berkeley Software Distribution (FreeBSD) Security Update for Open Secure Sockets Layer (OpenSSL) remote Denial of
Service (DoS) Vulnerability (012809ce-83f3-11ea-92ab-00163e433440)
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Use of this information constitutes acceptance for use in an AS IS condition. There are NO warranties, implied or otherwise, with regard to
this information or its use. Any use of this information is at the user's risk. It is the responsibility of user to evaluate the accuracy,
completeness or usefulness of any information, opinion, advice or other content. EACH USER WILL BE SOLELY RESPONSIBLE FOR ANY
consequences of his or her direct or indirect use of this web site. ALL WARRANTIES OF ANY KIND ARE EXPRESSLY DISCLAIMED. This
site will NOT BE LIABLE FOR ANY DIRECT, INDIRECT or any other kind of loss.

CVE, CWE, and OVAL are registred trademarks of The MITRE Corporation and the authoritative source of CVE content is MITRE's CVE web
site. This site includes MITRE data granted under the following license.
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