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Summary

CVE CVE-2020-1984

State PUBLIC

Assigner psirt@paloaltonetworks.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2020-04-08 19:15:00 UTC

Updated 2020-04-10 14:16:00 UTC

Description Secdo tries to execute a script at a hardcoded path if present, which allows a local authenticated user with 'create folders or append data' access to the root of the OS disk (C:\) to gain system privileges if the path does not already exist or is writable. This issue affects all versions of Secdo for Windows.

Risk And Classification

Problem Types: CWE-20

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Operating System Microsoft Windows - All All All

Operating System Microsoft Windows - All All All

Application Paloaltonetworks Secdo All All All All

Application Paloaltonetworks Secdo All All All All

References

Reference Source Link Tags

CVE-2020-1984 Secdo: Privilege escalation via hardcoded script path MISC security.paloaltonetworks.com Vendor Advisory

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

Vendor Comments And Credit

Discovery Credit

LEGACY: We like to thank Eviatar Gerzi of CyberArk Labs Team for discovering and
reporting this issue.

There are currently no legacy QID mappings associated with this CVE.
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