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CVE CVE-2020-2004
State PUBLIC
Assigner psirt@paloaltonetworks.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2020-05-13 19:15:00 UTC

Updated 2020-05-15 18:40:00 UTC

Description Under certain circumstances a user's password may be logged in cleartext in the PanGPS.log diagnostic file when logs are
) I i

Risk And Classification

Problem Types: CWE-532

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Paloaltonetworks Globalprotect All All All All

Application Paloaltonetworks Globalprotect All All All All

Application Paloaltonetworks Globalprotect All All All All

Application Paloaltonetworks Globalprotect All All All All
References

Reference Source Link

CVE-2020-2004 GlobalProtect App: Passwords may be logged in clear text while collecting troubleshooting logs CONFIRM  security.paloa
CVE Program record CVE.ORG www.cve.org

NVD vulnerability detail NVD nvd.nist.gov
4| |

Vendor Comments And Credit |

Discovery Credit

LEGACY: This issue was found by Navin Vasan of Palo Alto Networks during internal security
review.

Legacy QID Mappings


https://cve.report/
https://cve.report/CVE-2020-2004/mitre
https://cve.report/CVE-2020-2004/nist
https://cve.report/CVE-2020-2004/cve_org
https://cve.report/api/cve/CVE-2020-2004.json
https://cve.report/CVE-2020-2004.pdf
http://cve.report/vendor/paloaltonetworks
http://cve.report/software/paloaltonetworks/globalprotect
http://cve.report/vendor/paloaltonetworks
http://cve.report/software/paloaltonetworks/globalprotect
http://cve.report/vendor/paloaltonetworks
http://cve.report/software/paloaltonetworks/globalprotect
http://cve.report/vendor/paloaltonetworks
http://cve.report/software/paloaltonetworks/globalprotect
https://security.paloaltonetworks.com/CVE-2020-2004
https://www.cve.org/CVERecord?id=CVE-2020-2004
https://nvd.nist.gov/vuln/detail/CVE-2020-2004

375899 Palo Alto Networks GlobalProtect App Clear Text Passwords Log Vulnerability (GPC-10404)
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