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Certain versions of Pan-os from Paloaltonetworks contain the following
vulnerability:

When SSL/TLS Forward Proxy Decryption mode has been configured
to decrypt the web transactions, the PAN-OS URL filtering feature
inspects the HTTP Host and URL path headers for policy enforcement
on the decrypted HTTPS web transactions but does not consider
Server Name Indication (SNI) field within the TLS Client Hello

handshake. This allows a compromised host in a protected network to evade any security
policy that uses URL filtering on a firewall configured with SSL Decryption in the Forward
Proxy mode. A malicious actor can then use this technique to evade detection of
communication on the TLS handshake phase between a compromised host and a remote
malicious server. This technique does not increase the risk of a host being compromised in
the network. It does not impact the confidentiality or availability of a firewall. This is considered
to have a low impact on the integrity of the firewall because the firewall fails to enforce a
policy on certain traffic that should have been blocked. This issue does not impact the URL
filtering policy enforcement on clear text or encrypted web transactions. This technique can be
used only after a malicious actor has compromised a host in the protected network and the
TLS/SSL Decryption feature is enabled for the traffic that the attacker controls. Palo Alto
Networks is not aware of any malware that uses this technique to exfiltrate data. This issue is
applicable to all current versions of PAN-OS. This issue does not impact Panorama or WF-
500 appliances.

CVE-2020-2035 has been assigned by  psirt@paloaltonetworks.com to track the vulnerability - currently rated as LOW  severity.

Palo Alto Networks is not aware of any malware that uses this technique to exfiltrate data.

Affected Vendor/Software:  Palo Alto Networks - PAN-OS version = 8.1.*

Affected Vendor/Software:  Palo Alto Networks - PAN-OS version = 9.0.*

Affected Vendor/Software:  Palo Alto Networks - PAN-OS version = 9.1.*

Affected Vendor/Software:  Palo Alto Networks - PAN-OS version = 10.0.*

Affected Vendor/Software:  Palo Alto Networks - PAN-OS version = 10.1.*
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Vulnerability Patch/Work Around

CVSS3 Score: 3 - LOW

Attack
Vector 

Attack
Complexity

Privileges
Required

User
Interaction

NETWORK HIGH HIGH NONE

Scope Confidentiality
Impact

Integrity
Impact

Availability
Impact

CHANGED NONE LOW NONE

CVSS2 Score: 3.5 - LOW

Access
Vector

Access
Complexity

Authentication

NETWORK MEDIUM SINGLE

Confidentiality
Impact

Integrity
Impact

Availability
Impact

NONE PARTIAL NONE

CVE References

Description Tags Link

CVE-2020-2035 PAN-OS: URL filtering policy is not enforced on TLS
handshakes for decrypted HTTPS sessions

Vendor Advisory

security.paloaltonetworks.com

text/html

 MISC
security.paloaltonetworks.com/CVE-
2020-2035

SNIcat: Circumventing the guardians | mnemonic Third Party Advisory

www.mnemonic.no

text/html

 CONFIRM N/A

By selecting these links, you may be leaving CVEreport webspace. We have provided these links to other websites because they may have information that
would be of interest to you. No inferences should be drawn on account of other sites being referenced, or not, from this page. There may be other websites that
are more appropriate for your purpose. CVEreport does not necessarily endorse the views expressed, or concur with the facts presented on these sites. Further,
CVEreport does not endorse any commercial products that may be mentioned on these sites. Please address comments about any linked pages to
comment@cve.report.

Affected Vendor/Software:  Palo Alto Networks - PAN-OS version = 10.1.*

Customers concerned about the risk described in this advisory are encouraged to review the KB article
https://knowledgebase.paloaltonetworks.com/KCSArticleDetail?id=kA14u0000008V4J for more information on background and
mitigation options. To enforce URL filtering policy on TLS handshakes for decrypted HTTPS sessions, we suggest you use any one of
the following workarounds: 1. Route outbound traffic between two virtual systems (vsys) on PAN-OS firewalls that have vsys capability
and perform URL Filtering on one vsys and perform SSL/TLS Decryption on the other vsys. 2. Add two additional Security Zones and
route outbound traffic between the two zones so that you can apply both "Decrypt" and "No Decrypt" Decryption policy rules. For
example, configure your next-generation firewall so that traffic travels from the Inside zone to the Internal-DMZ zone where you applied
a “No Decrypt” rule along with URL Filtering and then the traffic passes to the External-DMZ zone and from External-DMZ to the Internet
zone where you applied a "Decrypt" rule. Be aware that this workaround configuration may significantly increase the load on your
firewall. 3. Use the additional security device in the traffic chain. The SSL/TLS Decryption and URL Filtering functions should be
separated (for example, the first device is performing URL Filtering and the second device is performing SSL/TLS Decryption). These
workarounds are described in detail at https://knowledgebase.paloaltonetworks.com/KCSArticleDetail?id=kA14u0000008V4J We
recommend you use an endpoint protection solution such as the Cortex XDR agent to significantly reduce the potential risk of hosts
being compromised. See https://www.paloaltonetworks.com/cortex/endpoint-protection. Caution: We recommend that you do not disable
SSL/TLS Decryption as a workaround to this issue. There are additional risks associated with this action.
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← Previous ID Next ID→

There are currently no QIDs associated with this CVE

Known Affected Configurations (CPE V2.3)

Type Vendor Product Version Update Edition Language

Operating
System

Paloaltonetworks Pan-os All All All All

Operating
System

Paloaltonetworks Pan-os All All All All

Discovery Credit

Palo Alto Networks thanks Morten Marstrander and Matteo Malvica from mnemonic AS for
discovering and reporting this issue.
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