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Summary

CVE CVE-2020-20949

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2021-01-20 16:15:00 UTC

Updated 2021-07-21 11:39:00 UTC

Description Bleichenbacher's attack on PKCS #1 v1.5 padding for RSA in STM32 cryptographic firmware library software expansion for STM32Cube (UM1924). The vulnerability can allow one to use Bleichenbacher's oracle attack to decrypt an encrypted ciphertext by making successive queries to the server using the vulnerable library, resulting in remote information disclosure.

Risk And Classification

Problem Types: CWE-327

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Ietf Public Key Cryptography Standards 1 1.5 All All All

Application Ietf Public Key Cryptography Standards 1 1.5 All All All

Application St Stm32cubef0 - All All All

Application St Stm32cubef0 - All All All

Application St Stm32cubef1 - All All All

Application St Stm32cubef1 - All All All

Application St Stm32cubef2 - All All All

Application St Stm32cubef2 - All All All

Application St Stm32cubef3 - All All All

Application St Stm32cubef3 - All All All

Application St Stm32cubef4 - All All All

Application St Stm32cubef4 - All All All

Application St Stm32cubef7 - All All All

Application St Stm32cubef7 - All All All

Application St Stm32cubeg0 - All All All

Application St Stm32cubeg0 - All All All

Application St Stm32cubeg4 - All All All
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Application St Stm32cubeg4 - All All All

Application St Stm32cubeg4 - All All All

Application St Stm32cubeh7 - All All All

Application St Stm32cubeh7 - All All All

Application St Stm32cubeide - All All All

Application St Stm32cubeide - All All All

Application St Stm32cubel0 - All All All

Application St Stm32cubel0 - All All All

Application St Stm32cubel1 - All All All

Application St Stm32cubel1 - All All All

Application St Stm32cubel4 - All All All

Application St Stm32cubel4 - All All All

Application St Stm32cubel4 - All All All

Application St Stm32cubel4 - All All All

Application St Stm32cubel5 - All All All

Application St Stm32cubel5 - All All All

Application St Stm32cubemonitor - All All All

Application St Stm32cubemonitor - All All All

Application St Stm32cubemp1 - All All All

Application St Stm32cubemp1 - All All All

Application St Stm32cubemx - All All All

Application St Stm32cubemx - All All All

Application St Stm32cubeprogrammer - All All All

Application St Stm32cubeprogrammer - All All All

Application St Stm32cubewb - All All All

Application St Stm32cubewb - All All All

Application St Stm32cubewl - All All All

Application St Stm32cubewl - All All All
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NVD vulnerability detail

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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