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Summary

CVE CVE-2020-21469

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2023-08-22 19:16:00 UTC

Updated 2023-11-07 03:19:00 UTC

Description ** DISPUTED ** An issue was discovered in PostgreSQL 12.2 allows attackers to cause a denial of service via repeatedly sending SIGHUP signals. NOTE: this is disputed by the vendor because untrusted users cannot send SIGHUP signals; they can only be sent by a PostgreSQL superuser, a user with pg_reload_conf access, or a user with sufficient privileges at the OS level (the postgres account or the root account).

Risk And Classification

Problem Types: CWE-120

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Postgresql Postgresql 12.2 All All All

References

Reference Source Link Tags

PostgreSQL: Buffer overflow when continuously send SIGHUP to postgres MISC www.postgresql.org

PostgreSQL: Buffer overflow when continuously send SIGHUP to postgres MISC www.postgresql.org

PostgreSQL: Security Information MISC www.postgresql.org

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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