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Summary

CVE CVE-2020-21674

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2020-10-15 15:15:00 UTC

Updated 2020-10-26 15:53:00 UTC

Description Heap-based buffer overflow in archive_string_append_from_wcs() (archive_string.c) in libarchive-3.4.1dev allows remote attackers to cause a denial of service (out-of-bounds write in heap memory resulting into a crash) via a crafted archive file. NOTE: this only affects users who downloaded the development code from GitHub. Users of the product's official releases are unaffected.

Risk And Classification

Problem Types: CWE-787

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Libarchive Libarchive 3.4.1 All All All

Application Libarchive Libarchive 3.4.1 All All All

References

Reference Source Link

Heap-buffer-overflow in archive_string_append_from_wcs() (archive_string.c) · Issue #1298 · libarchive/libarchive · GitHub MISC github.com

Fix a possible heap-buffer-overflow in archive_string_append_from_wcs() · libarchive/libarchive@4f085ee · GitHub MISC github.com

CVE Program record CVE.ORG www.cve.org

NVD vulnerability detail NVD nvd.nist.gov

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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consequences of his or her direct or indirect use of this web site. ALL WARRANTIES OF ANY KIND ARE EXPRESSLY DISCLAIMED. This
site will NOT BE LIABLE FOR ANY DIRECT, INDIRECT or any other kind of loss.
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site. This site includes MITRE data granted under the following license.
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