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Summary

CVE CVE-2020-21710

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2023-08-22 19:16:00 UTC

Updated 2023-11-07 03:19:00 UTC

Description A divide by zero issue discovered in eps_print_page in gdevepsn.c in Artifex Software GhostScript 9.50 allows remote attackers to cause a denial of service via opening of crafted PDF file.

Risk And Classification

Problem Types: CWE-369

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Artifex Ghostscript 9.50 All All All

References

Reference Source Link Tags

[SECURITY] [DLA 3582-1] ghostscript security update MLIST lists.debian.org

701843 – Division by Zero at devices/gdevepsn.c:343 in eps_print_page MISC bugs.ghostscript.com

git.ghostscript.com Git - ghostpdl.git/commit MISC git.ghostscript.com

git.ghostscript.com Git - ghostpdl.git/commit git.ghostscript.com

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

Legacy QID Mappings

356370 Amazon Linux Security Advisory for ghostscript : ALAS-2023-1853

356427 Amazon Linux Security Advisory for ghostscript : ALAS2-2023-2308

356974 Amazon Linux Security Advisory for ghostscript : AL2012-2023-458

https://cve.report/
https://cve.report/CVE-2020-21710/mitre
https://cve.report/CVE-2020-21710/nist
https://cve.report/CVE-2020-21710/cve_org
https://cve.report/CVE-2020-21710.pdf
http://cve.report/vendor/artifex
http://cve.report/software/artifex/ghostscript
https://lists.debian.org/debian-lts-announce/2023/09/msg00029.html
https://bugs.ghostscript.com/show_bug.cgi?id=701843
https://git.ghostscript.com/?p=ghostpdl.git;a=commit;h=4e713293de84b689c4ab358f3e110ea54aa81925
https://git.ghostscript.com/?p=ghostpdl.git%253Ba=commit%253Bh=4e713293de84b689c4ab358f3e110ea54aa81925
https://www.cve.org/CVERecord?id=CVE-2020-21710
https://nvd.nist.gov/vuln/detail/CVE-2020-21710
http://cve.report/qid/356370
http://cve.report/qid/356427
http://cve.report/qid/356974
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