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Summary

CVE CVE-2020-21991

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2021-04-28 14:15:00 UTC

Updated 2021-05-19 19:20:00 UTC

Description AVE DOMINAplus <=1.10.x suffers from an authentication bypass vulnerability due to missing control check when directly calling the autologin GET parameter in changeparams.php script. Setting the autologin value to 1 allows an unauthenticated attacker to permanently disable the authentication security control and access the management interface with admin privileges without providing credentials.

Risk And Classification

Problem Types: CWE-287

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Hardware Ave 53ab-wbs - All All All

Operating System Ave 53ab-wbs Firmware 1.10.62 All All All

Application Ave Dominaplus All All All All

Hardware Ave Ts01 - All All All

Operating System Ave Ts01 Firmware 1.0.65 All All All

Hardware Ave Ts03x-v - All All All

Operating System Ave Ts03x-v Firmware 1.10.45a All All All

Hardware Ave Ts04x-v - All All All

Operating System Ave Ts04x-v Firmware 1.10.45a All All All

Hardware Ave Ts05 - All All All

Hardware Ave Ts05n-v - All All All

Operating System Ave Ts05n-v Firmware - All All All

Operating System Ave Ts05 Firmware 1.10.36 All All All
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Zero Science Lab » AVE DOMINAplus <=1.10.x Authentication Bypass Exploit MISC www.zeroscience.mk

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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