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CVE Program / NVD first with legacy fallback
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Updated 2023-10-06 15:15:00 UTC
Description An issue was discovered in function _libssh2_packet_add in libssh2 1.10.0 allows attackers to access out of bounds memo
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Risk And Classification

Problem Types: CWE-787

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Libssh2 Libssh2 1.10.0 All All All

Reference Source Link Tags

CVE-2020-22218 Libssh2 Vulnerability in NetApp Products | NetApp Product Security CONFIRM  security.netapp.com

[SECURITY] [DLA 3559-1] libssh2 security update MLIST lists.debian.org

fix use-of-uninitialized-value by 1tx2018 - Pull Request #476 - libssh2/libssh2 - GitHub ~ MISC github.com

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analys
4] |

No vendor comments have been submitted for this CVE.

Legacy QID Mappings

160967 Oracle Enterprise Linux Security Update for libssh2 (ELSA-2023-5615)

199754 Ubuntu Security Notification for libssh2 Vulnerability (USN-6371-1)

242148 Red Hat Update for libssh2 (RHSA-2023:5615)



https://cve.report/
https://cve.report/CVE-2020-22218/mitre
https://cve.report/CVE-2020-22218/nist
https://cve.report/CVE-2020-22218/cve_org
https://cve.report/CVE-2020-22218.pdf
http://cve.report/vendor/libssh2
http://cve.report/software/libssh2/libssh2
https://security.netapp.com/advisory/ntap-20231006-0002/
https://lists.debian.org/debian-lts-announce/2023/09/msg00006.html
https://github.com/libssh2/libssh2/pull/476
https://www.cve.org/CVERecord?id=CVE-2020-22218
https://nvd.nist.gov/vuln/detail/CVE-2020-22218
http://cve.report/qid/160967
http://cve.report/qid/199754
http://cve.report/qid/242148

257258 CentOS Security Update for libssh2

257287 CentOS Security Update for libssh2 (CESA-2023:5615)

296108 Oracle Solaris 11.4 Support Repository Update (SRU) 66.164.1 Missing (CPUJAN2024)

356143 Amazon Linux Security Advisory for libssh2 : ALAS2-2023-2257

356158 Amazon Linux Security Advisory for libssh2 : ALAS-2023-1834

356349 Amazon Linux Security Advisory for libssh2 : AL2012-2023-452

379038 Alibaba Cloud Linux Security Update for libssh2 (ALINUX2-SA-2023:0041)

379090 IBM QRadar SIEM Multiple Security Vulnerabilities (7070736)

6000057 Debian Security Update for libssh2 (DLA 3559-1)

754911 SUSE Enterprise Linux Security Update for libssh2_org (SUSE-SU-2023:3738-1)

907343 Common Base Linux Mariner (CBL-Mariner) Security Update for libssh2 (28594-1)
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