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Summary

CVE CVE-2020-22669

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2022-09-02 18:15:00 UTC

Updated 2023-02-16 19:30:00 UTC

Description Modsecurity owasp-modsecurity-crs 3.2.0 (Paranoia level at PL1) has a SQL injection bypass vulnerability. Attackers can use the comment characters and variable assignments in the SQL syntax to bypass Modsecurity WAF protection and implement SQL injection attacks on Web applications.

Risk And Classification

Problem Types: CWE-89

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Operating System Debian Debian Linux 10.0 All All All

Application Owasp Owasp Modsecurity Core Rule Set 3.2.0 All All All

References

Reference Source Link Tags

SQLi using set var at PL1 by theMiddleBlue · Pull Request #1793 · coreruleset/coreruleset · GitHub CONFIRM github.com

[SECURITY] [DLA 3293-1] modsecurity-crs security update MLIST lists.debian.org

SQLi bypass at PL1(CRS 3.2.0) · Issue #1727 · SpiderLabs/owasp-modsecurity-crs · GitHub MISC github.com

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

Legacy QID Mappings

181522 Debian Security Update for modsecurity-crs (DLA 3293-1)
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