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Summary

CVE CVE-2020-23539

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2021-04-08 17:15:00 UTC

Updated 2021-04-14 19:33:00 UTC

Description An issue was discovered in Realtek rtl8723de BLE Stack <= 4.1 that allows remote attackers to cause a Denial of Service via the interval field to the CONNECT_REQ message.

Risk And Classification

Problem Types: CWE-476

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Hardware Realtek Rtl8723de - All All All

Operating System Realtek Rtl8723de Firmware All All All All

References

Reference

MY_REQUEST/Realtek 8723ds BLE SDK denial of service attack.md at df73fe140655ea44542b03ac186e6c2b47e97540 · pokerfacett/MY_REQUEST · GitHub

CVE Program record

NVD vulnerability detail

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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