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Summary

CVE CVE-2020-23839

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2020-09-01 17:15:00 UTC

Updated 2022-12-03 14:56:00 UTC

Description A Reflected Cross-Site Scripting (XSS) vulnerability in GetSimple CMS v3.3.16, in the admin/index.php login portal webpage, allows remote attackers to execute JavaScript code in the client's browser and harvest login credentials after a client clicks a link, enters credentials, and submits the login form.

Risk And Classification

Problem Types: CWE-79

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Get-simple Getsimple Cms 3.3.16 All All All

Application Get-simple Getsimple Cms 3.3.16 All All All

References

Reference

GetSimple CMS 3.3.16 Cross Site Scripting / Shell Upload ≈ Packet Storm

GetSimple CMS 3.3.16 - Reflected XSS to RCE - PHP webapps Exploit

Reflected Cross-Site Scripting (XSS) vulnerability in GetSimple CMS v3.3.16 in 'admin/index.php' · Issue #1330 · GetSimpleCMS/GetSimpleCMS · GitHub

GitHub - boku7/CVE-2020-23839: Public PoC Disclosure for CVE-2020-23839 - GetSimple CMS v3.3.16 suffers from a Reflected XSS on the Admin Login Portal

CVE Program record

NVD vulnerability detail

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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