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Summary

CVE CVE-2020-23967

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2021-03-08 15:15:00 UTC

Updated 2021-03-11 20:38:00 UTC

Description Dr.Web Security Space versions 11 and 12 allow elevation of privilege for local users without administrative privileges to NT AUTHORITY\SYSTEM due to insufficient control during autoupdate.

Risk And Classification

Problem Types: CWE-347

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Drweb Security Space 11.0 All All All

Application Drweb Security Space 12.0 All All All

Application Drweb Security Space 11.0 All All All

Application Drweb Security Space 12.0 All All All

References

Reference Source Link

Dr.Web EoP - YouTube MISC www.youtube.com

Local privilege escalation in Dr.Web Security Space MISC amonitoring.ru

От комментария на Хабре к уязвимости в антивирусе Dr. Web / Блог компании Перспективный мониторинг / Хабр MISC habr.com

CVE Program record CVE.ORG www.cve.org

NVD vulnerability detail NVD nvd.nist.gov

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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