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Summary

CVE CVE-2020-24032

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2020-08-18 21:15:00 UTC

Updated 2022-12-06 20:51:00 UTC

Description tz.pl on XoruX LPAR2RRD and STOR2RRD 2.70 virtual appliances allows cmd=set&tz=OS command injection via shell metacharacters in a timezone.

Risk And Classification

Problem Types: CWE-78

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Xorux Lpar2rrd 2.7.0 All All All

Application Xorux Lpar2rrd 2.7.0 All All All

Application Xorux Stor2rrd 2.7.0 All All All

Application Xorux Stor2rrd 2.7.0 All All All

References

Reference

Storage, SAN and LAN Performance Monitoring for IBM,Hitachi,HPE,NetApp,EMC,Lenovo,Dell,Huawei,PureStorage,Fujitsu,Quantum,Oracle,Brocade,Cisco,QLogic devices

Pastebin.com - Not Found (#404)

> [Suggested description]> tz.pl on XoruX LPAR2RRD and STOR2RRD 2.70 virtual a - Pastebin.com

CVE Program record

NVD vulnerability detail

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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