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Summary

CVE CVE-2020-24036

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2021-03-04 13:15:00 UTC

Updated 2021-07-21 11:39:00 UTC

Description PHP object injection in the Ajax endpoint of the backend in ForkCMS below version 5.8.3 allows an authenticated remote user to execute malicious code.

Risk And Classification

Problem Types: CWE-502

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Fork-cms Forkcms All All All All

Application Fork-cms Forkcms All All All All

Application Fork-cms Fork Cms All All All All

References

Reference Source Link Tags

Full Disclosure: [AIT-SA-20210215-04] CVE-2020-24036: ForkCMS PHP Object Injection FULLDISC seclists.org

AIT-SA-20210215-04-forkcms - AIT Austrian Institute Of Technology MISC www.ait.ac.at Exploit, Patch, Third Party Advisory

Under construction MISC forkcms.com Product

ForkCMS PHP Object Injection (CVE-2020-24036) | FYHTECH MISC tech.feedyourhead.at Exploit, Patch, Third Party Advisory

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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